sl
cisce Dess sheet
Cinso publie

Tha sesstge ta

Cisco Catalyst 9115 Series
Wi-Fi 6 Access Points

DT G o it aMbaies, AL QA ssereen, Pege | ol ¥6

The Cisco® Catalyst™ 9115 Serles with Wi-Fl Bis the next generation of enterprise access
points, They are resilient, secure, and Intelligent.

Hyp ¥ with steady in o ing E growth of Infemet of
Things (JoT) devices ang next. i A I securlty threats, All of these reguire
4 wireloss netwark that provides. y and superior I SECUrTy with advanaed

i ion and and nardy and scftware innowatons t sutomate, secure, and simpily

netwerks, Undating yaur wireless nfrastuciure 1o one that will Mmoot these needs s paramount for 1oday's
digital busineas. The new gensfation of Clseo Catanyst 9100 Access Polnts, with high~perormance Wi-Fi &
(B02.71ax) Lclitiers and | ions In AF per securty, and analytics, enables end-to-end
iyl and holps the rollout af seniens by f beyand Wi-Fi,

Extending Clsco's intent=based network and parfact for notworks of all sizes, the Catalyst 2115 Serles scales 1o
meet the growing demands of (0T while fully supparting the latest innovations and rew techno logles. The
Catalyst 9115 Seres I also a leadar In pedarmance, sacurity, and anabales,

Tha Catalyst 9116 Seres Accoss Polrts, pairad with the Clsco Dol itark Netwerk Architocture (Clses DNAJ, are
enterprisn-class products that will address bath your current and future noeds, They are the firet step in
updeting your netwerk to take better acvantage of all of the features and Bensfits that Wi-Fi § o g,

With the Catalyst 9115 Serley, you can secure femete workers ar the micro=office, Any Clsea Arsnat ar
Catulyst access paint can function as an CffleeExtend Azcoss Polnt |QEAP]. Wit an OEAP, an smployee at
home of in & emaorary micro-oifice will have access Lo tha corporate 5510 and the corporale ratwark without
the need to set up 2 VPN o have any advanced technical know-how,
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Table V. Foatures and benefits

802,71 Tax [Wi-Fl )

Uplinkjcownlink OFDMA

MUSMIMD teehnokagy

BSS eoloving

Targot wake timi

Claco Embedded Wirdless Controller

Usar Defingd Netwark

Application Howting on Catalyst
9100 Accoss

MukigigaRit Ethernct sugmort

Blustgoth 5.0

93021 Sl anifir ta smuaies, &8 (g e,

The ECE §02,11as amarging standerd, oiso knovwn a3 High-Efficiericy -Wirsioss
|REW) or \%-Fi 6, ouilds an 202,11ac, it will delivar 3 beger BEPAMNNCE IN Tyoieal

ond maore far azvaread | uch
a5 4K or 8K wdeo, high ¢ty high-dedinition ion agas, all-wireless
afficas, ond (67, B02.11ax i designad (o use both the 2.4-Ghe and 5-GHz bards,
unlie the 02,1 1ac standard,

OFDMA-based sehedu i1 55hts the Bandwidtn into smaler chunkes called
Resource Units (AU, which can be allocated te mdwidul chems in bath the

ezwmilink and uolink directons to reduce overhead and latengy.

FUpp2ring four soatial Streams, MU-M D ensbles sccess points 1 spit soeual
witedms bolwaon chent devices, 10 manimize Hroughpul.

Suatial rouse (also krown as Baskc Seculce Sat [BS3] coloring) allows the Accens
Polits (APs) and their clients 1o differerdlate petwesn BS3s, thus permiting mare
slmultansous ransmissions.

A Pawe Dower savings mode called Targel Wike Time (TWT) adaws the client to
AR DSltec AnC o wike up onty 1 preschedulad (taroet] UmEes 18 exthangn date
with the AP, This affers significant SnEldy savings for Damery-oocrated devices, Lp.
o 3k to A cormpared to 802,110 and B02,1 |ac,

Tha 5715 WI-F| G access points are avaliaple with o built-in controller, The Cisse
Embedded Weless Controler an Citahst 0100 Accass Polnt= prowtas a0 easy-
ta=deploy and manage option that does rot require o plysaesl applancs, The
cantral resldes on Tie access point, 56 thore i no sdded foatprint or complogty,
And becwise It uses Siaco 0 Series code, It's azsy o migrate pour
nanwork oz your noeds grew, Far mare detalls refor (0 B0

Dauice security and contral, AGwing cosh Lser to Shooss wha can caanect (o thek
retaniris, (A labae secand half of ealerdar year 2000, Eurmere daiaiis rebor 1o
DN

A ation Hostlng on Catalyat 4100 Ascess Peintw bolps futy re=proat and
wimplity loT degloymants by elimnoting e need 1o nsta ad manage averlay
neterarks, Uilzing the LSE interface, contalnorized applicatiens and hardware
macuias can 5e deployed to reduce cost and omplosity, Adding Claea ONA

Tar Brovides warkfiows and de Wecycln
managerrent.

Prouines uplink specss of 2.5 Ghias, i additlon fo 100 Mbos and 1 Ghas, Al
speeds are suppoTed on Categery Se cabling for an Irdustry first, as well a5
OGEASE-T (IEEE 802 bz} cabing,

Integrated Fluetooih Low Enargy (BLE) 5.0 fadlo 10 enalile 6T use cases Blch o%
loeation racking and waylndng,
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Apple featuras Aoz and Clzeo have parnarad 1o croate an eptmal moblie experlence far 129
devices An corparate Netwarks based on Clico technoiogies, Using new fediures
1105 10, n combination with Tha latest software ond Narsware om Cisca,
BuENOSAES AN New Mare attectivaly use thalr pemwork infrasruetune to delluer an
anhanced wser experienco ocross all Dusness apolicatons,

A e cantar af tha collsboratian is 2 un'mue hondshake Detween fhe Claoo WLAN
and fppks deulces. This handehaks analdos e Clacn WLARN [0 pooce o upﬂn-nl
=T roarming experience to Apole dovieos, Additonely, the Cisoo WLAN tru

Apgle devices snd gives prionty reatment fof business—crlical soolcations
speciied by the Apgle devics, This fepture 5 alaa known a3 Fast Lane,

For more detalls about WI-FI 8, see Cisca's tochnical white paper on WI-F 6.
For mors detulls about 9115 featurs support, son Slacs W HE

Secure infrastructure

Trustworthy systems bullt with Cisco Truat Anchor Technologies provice a highly socure faurdation for
Clsen praducts, With the Clseo Catalys) 9100 Access Polns, these technologles enable hardware and software
authenticity assurance for supply chain trust and strong agalnst In=thg -mid dhe aitacks that
compromise software and firmware, Trust Ancher espabllitles inzlude:

= Image signing
+ Secure Boot
» Cisco Trust Anchor module

Cisco DNA support

Palring the Cisco Catalyst 9715 Serles Access Pants with Clsee DNA ollows for @ 1otal netwark transformation.
Clsco DA aligws you to 1Tuly understard your network with real=timo amIWu. fuickly deteel and eontain
securnty thranta, and easily orovide I througn and v The Catalyst
3115 Seriss Access Paints support SO-Access, Cisea's leading erterprine architecturs,

\Working together, the Clsco Catalyst 9115 Series and Csgo DNA offer such fedtures as:

= Cisco DNA Spaces

« Cisee kentlty Services Engine

+ Cisce DNA Analyses and Assurance
The result? Your network stays relevant, becomes dightal ready, and is the [feblood af your organi=atian,
Nate:  For infermation about Gisco DNA, refer ta the Clacd DHA
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802116 o i pownlink MUMIMO with faur spatin streams
R [ =
» I02,110¢ bearvonming
® 20, d0=, D=, 2nd 100-hite chanrel
= FHY gota rates up 10 3,47 Ghos (160 MHz with 5 GH)
« Pockel aggregmion: A-MPOU (rasamit ona recolvel, 4 -MS0U (iransm) und miduhe]
« 002,11 DFS
= G50 support

20z.11ax = dad cowrlink MU-MIMG with lour spalisl stears
+ Uptntdomanie SFOMA
« TWT
« 0195 coloring
« MR
= GO 1ax aeamiamming
® 20=, 48=, 0=, urd 169-MHz channein
= MY daa fates up 1o 5.:! Oz 160 MHE with 5 GHe nna 20 Mz with 2.4 GHel

- it ang mecalue), A=ME0U (ransmit and rece vl

- B0 DFS

= 090 setport
Integratod anisana « 2.4 GHz, peak aain 3 B, Fternal anteenn, amndmectional o azkreh

= 5 Gz, o gain & di Inborial aleena, arviditectonal i ssmuth
Extamal antenna (sold  * Jihea Cataiyat 91156 erthed o yte win g up t 6 All (24 Gz ana &
soparately] ot

= Tisce afters the Irdusiry's Broadaar s@action af SslEands, gelueiing cpNM:| Couerage far a warlety of

dealzymens souradon

= For more desain, £2115 Suldis

Intarfaces = 1 109, 1000, 2509 Mukigigatst Elhesrer [B.1-36 - [EEF 602 30z
= Mirsgement caraaia part (RU-45]
L L
Indicwtors » Stalus LED Irelicates ook inader stalies, aaaclitian stafys, ooeratng tntus, toot kader wamigs, and

T [oeeder sirons

« s pant fwliact mau-ting brseketsl O 16) 0« 0.0~ 5 in, §40.3 1 20. x 2 om, G017
Dienslons (WL H) 80 % 8.0k 17 1, (20,30 20.3 % 4.3 em)
Walght Claco Caalyst 81715A%1
= 198 I 0.5 kg)
Claco Catalyst 91154XE
244 1b 11,1 000

Inpest power » 50231 Pownr over Cirmenes Plus (Pofe] 002 361 Shen Ui Pol [(Giss UPCLs, Clen UPOEY)
reguiremants » Gisca power njoctor, AR -EWHERLIG
= 00730l Faf
 Clsen pawnr Injeczor, AR-PWRINIG . [Mate: This inmctar siooors oy A02,5af)
Mete: Whan 02360 BoE (5 tha soyrco of power, both 2 4-0He and 5-GHz radios wall e

reduced o %2 and Ethemat downgraced 1o 1 Gigablt Sthernat In adciian, the LSD pert will
be ot
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Product specifications

Table 2, Specifications

Part numisars Glseo Catalyat 91 154X Accesn with
- COTSARE Claon Caralgst 5116 Senes

Cizco Catalyst 3115A%E Access Polnt: Indoar, challenglng snrommeits, with o demal
antennas

« COT5AXE-%: Ciszo Calatyst 3116 Series

Giscn Catalyst 9115AX1 Accass Point: Indoor anvironmonts, with intermal antennas, with
embedded wirekess controller

» CEVIGARI-EWE-w: Claca Catalyst §115 Serea

Ciseo Cilalyst 911 5AXE Access Paint: hdeor challenging environments, with extamal
antennas, with embedded wirsless controller

« BINISARC-DWE-x Claca Catalyst 9116 Seres
Regulatory domains: (x = reguistary domsing

Custarmers are respansdobe for verfying aoproual for wse in their didus countries To verlly
spproval and o 2oty (he rogulatory dnmaln that corresponds o o particulse country, islt

bt .

Mot all requisteny demans hove beon aporoved, As By are Jpgroved, (Pe Dart rUMDers witl
be available an the Globel Prica List

Cisco Wireless LAN Services
* AS-WAN-GNELT: GauaiAiipelnas LGl b kg s O P
= AS-WLAN-CASLT: Cana Wirnlasa LAr 802 L insimaton. Susics
* ATSWLANSCNELT: Cace Wirnless LA i Seun Sarvgy
Softwmre + Elnco Unified Wireless Network Schere Release 8.9 or ldtor

« Cisgo 105" NE Softwars Holoase 10,11 o0 Gier

Supported wireless LAN  * C500 Catalys] 3000 Savias Wisises Coniraliors
controliors « Cado 3504, 5520, and BS540 Sanen Wircless Contradors ano Cisco Vinual Wiroless Cantrolier

802,710 version 2.0 fand  * #44 MIMO w1 faur spatial seeams
rolatad) capabliitios = Maimal Rats Combining (MR
= A102,710 and #02.1Yafg beamflamning
» 20+ and Ad-Mrz cnannels
= PHY dota rats up 1o B0 Mops (49 MHz wiih 5 GHz ana 20 M-z with 2.4 GHal
= Packet aggregetion: 4=MPOU (ranamit nd meobel. A-MSDU [aramin and recelal
= 802,71 Dynmic Fraguancy Sekction (DFS)
= Cyeks Shilt Diversty [GS0) suppan

373 s a0 1 A b, 8 s e Page 50

Powar dra 802.3a1 full faaturs = Catalywt 97151 4
Powor Powor 24=0Hr  5-GHzradio Unk  USR LLDP
zource fype | radia spovd

8023t Pk Axa Aud 256 ¥ 20.4W

602301 ful faaturs - Catalyst 971158 A ST i
Pomer Pawer L4Hs  S-Gizrdo Unk | USB LLD?

02t PoE aue et 250 Y 214w

2023af caducad feature | T TR

Powar W:Mua S<OHzradic Link  USB LLDP
BOUrCe Type npesd

RO PoE 32 2 16 Noo1oW

Note: Pows required at he Sower Source Eauipment [#5E) will dapend en the cable engih
ard other erviranmental lssues,
Emargnmantal Cizco Catalyet 517150X1

» Nangoerating (stoisge) lemperatum: =227 1o 16377 {-007 ke 70°C)

» Nanopecaling (sorage) afuda e 26°C, 15,000 1,

« Clpsrafing temnparalLee 52° 10 T227F (9° to 307C]

= Qoerating hurmvcity: 10% b 90%, (ronsondessing)

= Opmrsting sltice trst: 4D, 9347 B
Neate: When (he om ble M aDartng temperature exceeds 400 C, the access ookl will snift fram
dad o PeF 0n both the 2 4=GHz and 5-GHr radios, upiak Ethermet will downseada t2 1 Jigani
Ethmmet, and the USH | merfoce wil be cispbled,
Clsco Catalyst 9115AXE

* Monpoarating (se0inga) ikmperane; <22 ra |58°F <307 m 70 C)

« Noaperarng [=karnzel afitisde los 25°C, 15,000 1,

» Gparating tamperatura; =4° i 123%F (+38% In %07 0]

« Oparating bumidity: T0% to J0% [reazerdensing)

« Clperating aliibude fest; 20°C, 8947 £,

Systam memory + 3000 B DRAM
- 1024 B Fsly —
Warranty Limited lMetlme hacdware wartanty
Avallabls transmlt power 2.4 GHz 5 GHx
sotinge & 22D (200 W] 2% e 1200 ]
® ad il (DA% & =daBim (039
Regulatory domains approval for use in thelr
Yo wl’"\ul nwwl -nnd o ndmd!v 1he reguiatory domaln 1hat corrensands 10 a paricular
countey, visit
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For infarmation ateur Regulatory Domaln suppor, felar ta the Lizen Begulators Domalr

Wnite Bapor

Compliango stondards. = Safely
© ECnouss)

EN G095
UL b0%40-1
© CANJTEA-CIRD No, 600501
A INTS HOBS0-1
L Foay
Closs H eou prwr
» Ernissiors:
= CISPR 32 grev, 2015]
* BN S5032 [rev. 20120005201 3
« EN 85052 jrov, 2015|
EMEIO00-D-T e, 2014)
© ENG1000-1-3 (reu, 2013)
KNGT000-2-2
KNG100G-1-5
ASINES CISK 32 Slags B jrow, 2016/
a7 CFALFEE Part 108
ICES-0a3 {rmy. 2015 lswmr 6, Class &)
WEEH (3
£ frow, 13430
© RN-32
= TCUN 2189 frow, 2000
= Imimuinity:
© CFEPR 24 (v, 2018)
- ENS5aZ4{IN 58035 frov. 2019)
= Emissione and immeiity:
ENIOT am0-1 iv21.1 205 2-02)
ENTIAY 460-17 (3 1,1 2017-02)
oWk (1828
KN A=
KN afg-17
+ EN BOEOY [1-1:2015)
= Radio:
= CN30D AT (v 1)

EN 201 893 (ud.0 1)
ASINIS 4240 frav, 2017)
AT OFH FOO Parl 150, 15247, 15,407
RSP-100
REE-CEN
RED-247
Srira regulstions SEAC
LPOOCE [ 20181180
dapan S0, 339, Sie. 84, ang Std. 1
= B safety;
I SRS (rew. Aug 2002)
© ARPANSA
ALINSG 277D Irew, 2016}
< EN 627001 frev, 2015
EN B2206-2 {rav. 2010)
AT CFR Part 1,1318 andl 2.1091
HES- 100

= EEE slandarda:

IEEE BOR.A

IEEE 802 300

EE 802, Jotjal

EEE BO217 afbynlacian
WEF KD2.9%, 892170

* Securit

AO2170. WA-FI Praleciea Accuss 3 (WAL,
WD, WA

BI2AX
Actvancen Encrghian Seancard (AES)

* Entansible Authentication Pretac ol (LARY 1ppes:

EAP-T o Layes Socuin [TLS|

CAP=Tunnessd TLS (TTLE| o Meramoht
Ghallenge Handsnake &uttenticsion Pregscal
Vermlan 2 IMECHART)

Proteciod EAP (FLAR| vO or EAP-MSCHAPYS

EAl-Fienle Authenticatar wis Secure
Turwlig |EAR-FRST)

PEAR v ar LAS-Garers Tekes Gaid {GTE|
EAP- Sl ideauly Aodie |5}

Datarate/Tranamit Far mare dotaljod Informatian aboul Detaraia,T% Powdr Racome sefnitiviy, Please rofor Clgon
Powar Recolve BF [etaiis
aensitivity
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nad | 1 b
G radlo 2A-OMx roctia b
Santlat Total transmit powor (48m)  Recelve  Total  Recalve sensitvity (dom)
G ey
b} | {
seknoan N S T
1 Mbps .| - - 2
1 Mbps - - <] -0
P : . il e =
am;._ 1 o -85 23 =05
ZaMbps Y 2 -7 23 =B85
54Mbps 1 21 -6 n 76
UO2110 HT20 4 ; i i i T
McﬂT 1 o i 23 a =35 23 B4
MCS31 a4 23 -7 3 -7
002,110 KT40 j L T T T
h‘ﬂl’.;sﬂ 1 n 93 - -
Mes) 4 23 - 7! =
HO2.11ac VHT20 Ll =l : i
Meso = 05 - =
MCES 1 = NA - -
MCSO 2 23 -2 - -
MCSD ? iz A s <]
Meso a a3 -a1 - -
Mese 3 22 -57 - -
MEsa 4 ] -ag - -
MCsa 4 z 86 - -
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-85
MCsg a a2 =81 -
Mcso 4 2 -84 #
MCsg a a2 -Bo =
ona.':mmm N— - =
Mcso 1 b -84 =
MCSD 1 22 =60 -
Mcso 2 23 -81 -
Mess 3 2 =57 -
Mcsa 3 21 50 -
MCSE 3 w =55 -
Mcso 4 b} =17 -
MCED a b 54 -
HOLYToc VHTIG0 1 i |
Meso 1 23 - -84 -
Mmese 1 a1 =59 =
Mcso 2 k] BT -
2 2 4T -
- 3 23 =85 2
MESE 3 n =56 =
MEsD bt -85 -
MCs9 a 21 =53 =

G 2027 Ciota andiur s wllilines, 0 rgres nsseimn

Paga 170116

MESe 3 21 -90 23 -HE

MCSTT 3 21 -a0 20 -LB

mcsos 4 t<:] -a7 = B

MCE11 4 2t -59 20 57

Wll':“a\-'m‘ -\ i _ il | T S T
M50 1 . 23 =92 23 =91

Mes11T 9 Fal -Gl W =B0

MEse 2 2z -83 a -a7

MEs1 2 o 57 20 -57

MCse 3 23 -B8 ] -85

MCS11 3 b3 -5 20 -55

MCSH & 23 - 23 -83

MCs1 21 =fd R -54

802,115 VWT20 ] f | AR
MCs0 1 73 -B7 - -

Mes1 1 n ) - &

MESD 2 73 B - -

MES1T 2 2 55 - -

Mese 3 2 -83 - =

MES11 3 n -5 - -

meso  d4 & -1 = =

MEs11 4 i =52 - -
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meso 3 23 -50 @ z

Mcs11 3 n =81 - -

MCS0 4 23 78 - P

MCg4 a4 13 =87 5 .

Mes? A 23 60 - 3

MCSE 4 ] -57 - -

MCET a 2 -55 pe -

MCS10 4 2 -51 - -

MES1T 4 n 4 o =
e g ——

e

.--”.:.N\{
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Clsco Services

With Cisco Services, you can achleve infrastructire excelionce faster wit iess risk. From an itz WLAN

i 1o ton, full soluthon suppoet, and in-cepth training, cur penioos for the Cleco
Catalyst 2115 Serins provice exper guidancs (@ help you successiufly plan, deplay. managa, and suppart your
new access points, With unmaiched networking expertise, best oractices, ard Innovatlve togls, Clace Serdees
ean help you roduce overal| upgrade, refresll, and migration costs as yoau introduce new hardware, software,
and protosals nio the network, With @ comprenensive lifscycle of services, Gisea experts will help you minimize

prian and | rprove aparat] to gxtract value from your Clace DN A-ready
infrastructute,

Clsco Capital

Clses Caphal makes It gasier 10 get the right tecrnolagy to achisve your abjoctives, enable business
wansformation and halp you stay competitive, We can help you reduce tho totnl eost of awnersnlp, conserve
capital, and actelorata gréw, nmore than 100 contries, our flaxiole payment selutions can help you
acquire hardware, scitware, sefvices and v third-pary aguil it in easy, ictalal
payments, Leam mere.

Smart Account

Greating Smart Aceounts by using the Cisco Smart Softeare Manager {55M) enabies yau (o order devices and
lleansing pockages and ase manage your software Foenses from a contrmized website, For more Information

on Smart refer ta hmaalwnsclacn.g 1
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Figure 1,
St e ratliation pttern

Fae information about fenture support, please refer to the Cisco Catalyst 97100 Release Nates,

Licensing
For Informatisn about Licensing and packaging, reter te Claco Lcsnsing.

Warranty Information

Thi Cisce Catalyst 9115 Series Access Palnts come with o imited (Ifetime wamanty that provides full wartanty
coverage of the hardware for as long as the original erd user continues 10 own or Use the preduct. The —
warranty Incudss 10-day advance hardwars replacement and ansures that scftware medin are dafect-fre

B0 davs, Far more detalls, viait hitos [fwees clico [

Clsco environmental sustainabllity

Infarmetinn about Cisco's anvironmental sustainablity policies and Infitlatives for our preducts, solutions,
| and or supply ehain Is provided in the "Envirenmant Sustainabllity™ suction of
Clsee's Sarosmmie Socisl Responaibiity (CSR) Report, Refetence [nks ta information are belaw.

Inforrmation on praduct material conent laws ane regulstions - Malenals,

Information on leetronic waste laws and Lt Tz ludl L and
camolkinge.

P - WEEE

Cimco does Not represant, warrant, of guaranies tnal it s complete, accurdte, of up 10 date. This Informatian 33
subect 10 chongae without netica,
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Cisco Catalyst 9200 Series
Switches
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Cisco Catalyst 8200 Series
Edge Platforms

122021 Chto ang/of s allllntes, Al iigats rsmn, Pagn 10114

The Cisco Catalyst 8200 Series Edge Platforms are 5G-ready cloud edge platforms
designed for Secure Access Service Edge (SASE), multilayer securlty, and cloud-native
agility to accelerate your journey to cloud.

e .
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:'1':‘ — T
oE ES
i N= e S
The Cisco” Catalyst” 8200 Series Edge Platorms with Cisco 1087 XE SC-WAN saftware deliver Cisco's SeCUure,
cloud-scale SD-WAN sclution for the small branch, The platforms are purpase-bullt for parfarmance and
SDh-an along with flexibilty o deliver sscurity and networking senvices togetner from the
cloud or on premises, They have a wide variety of Intorface options 1o choosa fram, with backward
compatibility to existing WAN, LAN, and voica medulas, Powered by Cisco 105 XE, a fully pregrammabla
software archilecturg, and AP support, the Catalyst 8200 Saries can facilitate automation at scala to achleve
2era-touch 1T capablity while migrating waorkiaads to the elaud. The platforms also come with a trustwgrthy

=oluticns 2.0 Infrastructure that secures them agalnst threats ond lities through Integrity
varfication and remediation of thress.

A
— Ca—t

Tha 8200 Serles |s well sulted for small and medium-slzed enterprise oranch offices at ootimal
pricat nnGe with | SD-WAN services,

The Catalyst 8200 Serles Edge Platforms are offerad In two medels; CE200L-1N-4T far the small branch with
SASE-compliant, cloud-based security requirements, and CB200-1N-4T for the small to medium-sized Branch
with requirements for higher troughpur, scake, and service flex bilty. In addition ta supporting SASE-compliant
cloud-Baged securlty services, the C8200-1N-4T also delivers a fexlble system of bast-ln-class, on-premises
security services through contalner-based apps, using Clsco's thirg-party ecosystem,

T Bisan a3 alffdsbes. A1 ghis el PogeZal 14
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Product overview

Product highlights

Table 1. Pracuct highlights

= CHZOG-Th AT unes an Intol” x86 CRL wih B G5 mamary defats

Multicore procossars
» BEI0OL-1N4=4T usos an mtel K66 CIL with 4 GO mamony gefaus
= High I auEpart hig WAN
-0 I ancation i il WIUEGE caran o ftwarding enbties s per tha
wser s corfiguatian
Embadded Peoc VPN = CIZ00-TM=4T wrabies Up 1 1 GBpa IPace etk
hardwara accelaration * CHL00L-1N-4T anstsies up to 500 Mops iPsee traffie

* Ficrapses sealaniit f0r Psec thraughsut requlremants
= 55L and erypio hardwere secelerstion

Integrated Gigabit Ethemet = Providas fous builk-in Etharet WAN sans
ports » Two Etfemet pars are Small Farm -Fageor Plugashis [SFP) and two are RUas parts, anabiing fizer
a5 el as copper tonnectvity
DRAM « CENG- 1N-1T uhipe with & GE DRAM
= CEIOOL-TN 4T ships wih 4 53 DRAM
= Bot' modeks can be uogroted to 16 OB and 32 GF Tor nighar scae and pedormanse

= Beth modols have an integrated onbaard 8-GE Nach end ars pot uppradsbie. M2 siorsge grovides

Flash memory kuppart flazh upgrade epliora

# The CE200-1N-4T In shipped with detaut 160 M.2 storage and can e upgraded 1o 323 M2 USR
M2 s1oran and 5036 1.3 Man-Vaiasie Mamory Exgre s (NVMe] Starnge

* The CEHOL-TN-AT hns no default M2 siorage anc can be ussrated to 166, 320 USE and 6005
.2 Wen-Voiatils Mamary Expross (NAe) Sioraga
Power supply = Hath models ase an ntema, fivea AT power supply
= Powar over Einernt (PaE) s svailable a5 an opticn
* el ports waded in the Netwark Intertace Modie |NIM) =it will requlre an sddnional extemal Pof
et supply

Modularity and form facter = 1=Rack Unit (3R] form facsor
= Bugcarts NIM and Pluggubie interface Modue (P siots

* Hardware-ancrarcd Secure Bt snd Secur Unigue Deviee laniifcatlon {SUDD suppart for Plug
Intagrated security #10 Play 1 varify the idendiny of th fardware ond sefmarns
33021 S o/ or B Ik, A ighis leservad, Page & of 18



Platform details

Maodals and configurations

Figura 1.
Catelyst G200 Sarios with | MM slor pnd Ax 1 Sigablt Ethernot WAN ports

ettt

Tables 2 and 3 detail platform speclifications and perfarmance, respectively,

Table 2. Platform soecificatons

CEZO0-1N=4T  CHZO0 TRU wi 1 NIV alotand 42 4 1 HIM aGB 16GE
1 Gigabit Ethernet WAN ports
1PIM
CE200L-TN-4T GEZ00L 1RU w/ 7 NIM slotanc 4 1 MM 4GB 1608
4% 1 Glgabit Ethernot WAN parts i

Platform performance

Table3a Cisco controllet mode {SO-WAN] performanee sacciflcatlans

SD-WAN IPsec throughput (1400 bytes, clear text) U to 1 Ghps Uz to 500 Mbps
SD-WAN IPsec throughput (IMIX,” choar text™) 500 Mops 400 Mbps
SD-WAN gverkay winnols scale 2580 Rlet]
" IMI% in everegs cacket alee of 352 bytas.
Tasid o alear b (raffic measirement o ratic generatar.
= 2021 Cisca and/or b affiloina, A% rights resarcad, Pegn 504 110
Multlayer security
‘fou can now move yveur tracitional ane les: VAN into an aglie, defined WAN with

Intagratad security. The Catalyst 8200 Serles Edge Platforms connact branch offices 1o the Internet and cloud
with industry-leading protection against major web attacks. Securs Direct Intemet Accass (DA) from the
branches helps aptimize branch Iaada for improved i For cloud-hs d

applications, A the same thme, secure DIA helps ensure that your branch is protected from axternal threats,

Application visibility

Applications and users sre more distributed than ever, and the intarnat has affectively become the new
isn WAaN, As inue to emorace internet, cleud, and Sao3, network and IT weams are

il d to deliver and reliable ity and
serices they don't own or directly cantral,

performance over netweorks and

Tha Catalyst 8200 Saries Edge Platforms are integratod with Gisca ThousandEwvas (nermat and cloud
intelligense. IT managers now have expanded visibility, including hog-by -hop analytics, (010 network underlay,
preactive menitoring of SO-WAN averlay, and perfarmance measurement of SaaS appiications. This granular
vislblliny ukimataly lowaers the Mean Time to Identlfication of lssues (MTTH and accelerates resalutlan Bma.

*Bundabis in Melease 176, tarpeted for O30Y21,

Unifivd communications

The Catalyst 8200 Seres Ecoe Platforms offer rich voice servizes in bath SD-WAN and traditional Glsee 105 XE
software feature stacks. Cisco |s the anly SD-WAN vendor to natively mtegrate analeg and digltal [P dircctly Into
single Customer Premises Equipment (CPE), reducing CapEx and OpEx. I SO-WAN made, the Catalyst 8200
Senes also helps pravent internal and external cutages with Survivable Remate Site Telephony (SRST), enabling
branch routers o sssume the rake of call contral PEX for survivability, They alsa i 10 support a
tong list of traditional Cisco 10S XE voice uye cases such as Cisco Unified Border Element {CUBE), Clseo Unified
Communicatians Manager, Session Border Gontroller, SRST, ISDN, and valce over [P,

Cloud-native agility with a prog software

Ciseo continues to offer a feature-rich radidonal Cisco K05 XE routing stack on the Catalyst 8200 Series, P
routing, IPsac, QaS, firewall, NAT, Network-Based Application Recognitien {NBAR], Flexible Netlow (FNF|, and
rany other features are part of Clses 105 XE. a fully programmatle saftware architeciure with AP support and
a wide variety of protocels end configurations, With an integrated software image and a single binary file, you
can now choose between Cisca (05 XE SD-WAN and Cisco 105 XE. And you ean easily move from one to the
gther when you chogse to do so.

5G-ready

Tha Catalyst B200 Serles Edge Platfarms are bullt for future 5G netwarks. Wi the higher throughputs from
C2t18 LTE and 56, wireless WAN solitons are becoming feasible optians for primary transpon use cases.
“These platforms will support both Integrated pluggable madules as well 35 externol cellular gateways with
Cat18 LTE and 5C ity far imp th ghput that ! those use cases, Either sk integrated or
external gateway can be chosen pased on a spacific branch's cellular coverage.

22021 Cioco ondfor b alfllatan, Al figis lesonad, g 7% 10

Table 3p  Clseo auoromous mode (non SD=WAN| parformance specifications

CHZ00=1N-AT

CUZOOL =1 N=aT

P4 forwarding troughput (1400 bytes) Up 12 3.8 Gbps Up 1o 3.8 Gops
IPsec throughput (1400 Bytes, cloar toxt ™} Upto 1 Gbps Up to 500 Moss
Number of IPsec static virtual tunnel interface (SVTIH wunnels 2500 1500

"Mased on clmar el traffic imessureman Tom trallic generator,

Table 3¢ Cimco auionomous moce (nan SO-WAN] system scalabllfty

CH2O0 1N -aT CH200L - IN-4T
Number of access control lists (ACLs) per system 4000 40006
Number of IPvd accoss control antrios (ACEs) por system 72,000 732,000

Number of IPvd routes.

1.6M with defaun & GH, up
o AM with 32 06

800,000 with dofauk 4 OB,
wp to dh with 32 GO

Numbser of IPvE routes 1,5M with defauit 8 OB, up 800,000 with defauk 4 GB,
o AM with 52 GB up ta AM with 32 GB
Number of quouns. 18,000 16,000

Numbar of Network Address Translation (NAT) sesslons T.2M with ne;aém BB, up 630,000 with default 5 63,

ta 2M with 32 GE up %o 20 with 12 G3
Number of flrowall sossions 512,000 512,000

Number of Virtual Route Forwarding {VRF) Instancos 4000 2000

Overall platform benefits =

Accelerated sorvicos with Cisco Software -Defined WAN

Clsen SO-WAN is a set of intelllgent software services that allow you 10 connect users, devices, andw .
offlee |ocatlons reliably and securely across a diverse set of WAN transport links, The Cisco Catalyst 8000 Edge
Flasfarms Family can éynamically route traffic across the “best” link based on up-ta-the-minute appkcation and
network canditions (or great apolication oxperiences. With Clsce SD-VWWAN you get tight control owver application
performance, bandwicth usage, data privacy, and swvallability of your WAN finks. This control is entical as
branchos conduct greater valumes of mission-critical using coth premi and cloud cortrollers.

Ensure ot SO=VWAN networks meet Service-Level Ags (SLAs) and in strong performance, even
I netwars prablems accur, With branch multicloud access, you can accelerale your Software-as-a-Service
{SaaS] aoplieatons with a simplz template push from the SO-WAN centroller, Features such as TCP
opumization, Forward Error Correction (FEC), and packet I anhancea ication g fora
betier user experlence,

S T071 Clata andial lia atfikatn. All fohts reaerved, Pagn s ia

Intorfaca flaxibliity

Switched and routed ports.

Thiy Catalyst B20D Series continues Cisco's support for &~ and 8-port Layer 2 modules with PoE capakiity fora
angle-box saluton, oreviding both switching and routing for a small branch,

Voice modules

The Gatalyst 8200 Serlea continues Clsco's suppornt for a variety of voica madules for the diffarant vo ads
at the branch, Voice module examples include Forelgn Exchange Station [FX5), Forelgn Exchange Office (FXO),
Digital Signal Processar (DSP), ote,

Supported modules

Table 4, Modules supported

LAN modules

NIM-ES2-4 Giszo 4-pon Gigati Etharmes switch NiM

NIM=ES2-8 Gisco B-port Gigabit Ethernes switch NiM

NIM-ES2-8-P Clsen B-pon Geaba Ememet switeh NIM with PoE suppart
CETTIET Loy S R T e A s e
NIM=2FX0 Zepant FXO NN

NIM-4FX0 4-port FXO NIM

NIM=2FXSP 2=port FXS MK

NIM-4FXSP A-part FXS MIM

MIM-2F X SPIAFXOP 2-port FXS and 4-port FXQ N

HIM=AE(M A=port EM NI
NINM-28R-NT/TE 2-part BRI [NT and TE] NI
NIM-SBRI-NTITE A=por BRI(NT and TE) NIM
MNIM=-PYDM =32 af=chennel walce DGR NIM
NIM-PYDNM-G4 fd-channed voloo DSP NIM
NIM-PVDM-128 128-channal vaice DER NIM

Nib=PyYDM =250 256~-channol vaice DSP NI

NIM-TMET-TT/E1 1-part multiflex trunk volee/clear-enznmel data T1/ET medule
NIM=2MFT-T1/ET 2-pon multifiex trunk velce/cear-channel data T1/ET madule
#2021 Clsca andiar Hs o¥ilatea. A1l fighta reaatard, Pagod af 18
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NIM=4MFT-T1/E1 A=port multifiex 1runk voice/elear-c hannel data T1/E1 medule NIM-LTEA-LA LTE Advanced for Asla Pacilic, Australlo and LATAM \___'_//' :
NIM-BMFT-T1/E1 B=port mulifiax trunk veice/elaar-channel deta T1/E1 module

DMM Ehe Memary, storage, and accessory options

NAVABA  MimoceVOSLUMADSUZANMAweA R e o s

NIM-VA-B Multi-moge VOSL2IADSLIZIZ s NIM Annex B ook

MM-VAB-M WMudtl=moce VOSL2/ADSL/Z/2+ NIM Annes M MEM-CE200-8GE Clsea CB200 Edge Platform - 8 GB Mermary

NIN-4SHDSL-EA Mulrrods G SHBSL AIM MEM-CA200-1668 Clsco CB200 Edga Platiorm - 15 G Mamary

Channazed THEY andtsonpr) | 11T | MENM-CE200-32GE Cisco CB200 Edge Platform = 32 GB Memory

NIM-1CE1T1-PRE 1=Ror Musitizx trunk voice/e hannelzod dats T1.HE|__monula o - M2USB-166 Ciseo CA00D Ecige Platform = 16 GB M.2 USB S50 Smrge

NIM-2CETT1-PRI 2-port Muliffax trunk volesehannelizad s T1/E module W2USB-3126 Glsso CAOGD Eoge Platfarm = 32 GB M.2 US3 $30 Storoge

NIM-BCETTT-PRI B=port Mutiflex vunk velce/channelizad data T1/E modula S5D-MINVME-G00G Clnce CBODO Edge Plaztorm - 600 GB 1.2 NvMe S50 Storage

1soN “‘m-nw 3 j ] T it CE200-RM-19 Cisco CH200 1RU Edge Platform = Rack Mount kit - 18°

MZRLST  2conSONBIWANMetvcaatordma Ca2i0-at-23 lsco 8200 1AL Eeigo Plarform - Rack Mount it - 23°

NIM-4BRI-S/T 4-part ISDN B WAN Interface card for data CE200-WH-1R Cisco CBI0O 1RU Edge Platicrm = Wall Maunt kit

Sariat W% naceraas il e I | | CA200-RFID=1R Clzoo CA200 1RU Edgo Platicem - RFID

;lll—-"'_ 1-part seral h|_gh-_qp|.s;d W;N_;;arr;m c;‘ar;i - CH200-NIM-DLAKK Cisco C2200 MM Blank

NInA-ZT 2-pon sarlal high-speed WAN intarizcs card SRR AN SR HaA0a I Bk

joicizdd " f-mfl SR W R Optics and transceivers modules

“ﬂf_‘_"l"f‘ff!______ e e e L N T g e Find a full list of opties and transceivers fgze.
& 16-pon Asynchronous Madule ;

NlM-am Zd-port Asynchronous Moduls e PP|IES

Wirolass WAN (LTE) E i Table . Power sugply spocifications

;v-scss-ar_ 56 Sub-6 GHz Pugg nhl‘c - Glabal - - .

P-LTEAP18-GL 4BICATI8 LTE Advanced Pre Pluggasie - Glabal Prufecing it rating T 150

For PoE only

P-LTEA-EA ABICATE LTE Advancad Pluggasie for North Amerzan and Eurepe PGE budgat: 150

PAhISALA G/ GATG LTE Advanzd Pluggabie far APAC, ANZ, ang LATAM Input-voltage range and froquency 00 to 264 VAC 00 10 264 VAC

NIRA-LTEA-EA LTE Advanced for Eurape and Narth America 47 to 63 Hz 47 10 63 Hz

Power supply efficlency B5% Aun BI

2021 Cheo and)or s a'lilaies. NI igacs rasemn, Page % 0f 18 15 2027 Clea andlar im atfilates. AR fights resevng Page 1001 16

Dertiuult FWR-CCI-150WALD oplionsl eaternd PSU far Pok

Table 9a.  Software fuaturos and protocols for autanemaus mods

s e C——
Cutput ratings 12V BAA 54V 2,784

Protacals 1P, 1Pv6, statie routes, Routing Information Protoco! Versions 1 and 2 (R15 még??],
&1 Dpen Shartest Path First (Q38F), Enhanced Interior Gatawsry Routing Protecal P,
r haldup time 20 ms 10 ms Borger Gateway Protocol (BGP], BUP Reute Aefizctar, Intermediate SyslEm=(0-
Irmermadiate System (15-15), Mulicast Intemet Group Moanagement Protocal Versen 3
‘ wpply Input receptacios IEC 320 C1a ECIZ0C14 (GMPeD), Protoenl Independent Multcast Sparse Mode (PIM SM), PIM Source-Specific
- Multeast (SEM), Resource Roservation Sretees| (RSYP), Ciseo DIsm:w Protocol,
Pavser cord rat 104 1 E amate Part Analyzer ), Clsco 105 [P Service-Lovel
g ol Agroomeants (IPSLA), Call Heme, Cisce K5 Errfneama Event Manager [EEM), Intornet Key
Exchange {IKE), ACLs, Ethernet Virual Connactions (EVC), Dynamic Host Conflguration
Anset management: The Catalyst 8200 Serles Edge Plattorms have an embedded RFID f2g that holds the seris| Protocol {DHCPY, Frame Ralay, DNS, Locatar ID Separation Pratoco| {LISP], Hot Standly
number and product 10 for easy asset and inventery management using commereial RFID readers, The RFID tag Router Protecal (HSRF), RADIUS, [AAA],

ol
h 7 Anplication Visiblllty and Canirol {AVC), Distance Vectar Muiticast Routing Protocol
5 exterral and can be easily removed if noaded or ean be unselectod at the sme of ordaring. It alsa teatures an 1DVMEPR), IPu\d-n:l-rg’uE Multicast, Multfmrnmccl Label Switching (MPLS), Layer 2 and Layer

Inbeltag p ing the same inds A CR code on this tag makes asset management easy b 3 WP, Puec, Layor 2 Tunneling Protocal Version 3 (L2TRv3), Rdwectional Farwardirg
8 i & » e L Dotoction (3 0l, EEE B02.1og, an EEE 807 21
simply scanning the label using a smartphane QR reader,

Encapsulations Cenaric Routng Encapsulation (GRE), Ethernat, BO2.15 VLAN, Paini=to-Palt Frotocol
Software requirements {PRP), Multllink Point-1a-Paint Protocal (MLARPY, Frame Relay, Multllnk Frame Belay
(MLFR) (FRLTE and FR.15, High=Leve| Data Link Sontral (HOWLC), serial (RS-232, RS-443,
Clsca DNA Sofeware for the Catalyst 8200 Series offers comprenensive solutions for enterprise branch *.27, .39, and EIA-530), and PPE over Ethemet [FPPaE|
Retoeks, Traffic managemont 00S, Slass-Based Weighted Falr Qusulng (GBWFQ), WelgMed Random Early Detection

t;;lfnm. Hierarcnical Qes, Poiicy -Hased Rauting {PER), Performanc s Rauting (PYR), and

Table 7. Minimum software requitemants

Deta Encryotlon Stondard (DES), 30ES, Advanced Ercryption Standard (AES)-
128 or AES-255 (In Clpner Block Chalnlng [C8€] snd Galols! Saunter Mode [SCM])

Platform product 1D (D) Desurbptiun Mindrrum st requin

CH200-1N-4T Cisso Cotalyst 8200 Serles Edge Plaorm  Clsco 105 XE Software Reisase 17.4.1 Authantication: RSA (748/1024/2048 bit), ECDSA (256)284 bit)
CH00L-TN-4T Clsce Catalyst 8200 Series Edge Platform  Cleco 105 XE Solowara Roloase 17.5.1 Integrity: MDS, SHA, SHA-256, SHA-384, SHA=512
Unifiod Lall lon Control {CAC), CUEE, Clsco Unified Commurications Mznager, disles,
Table 8. Thausand Eyes rogyrements HEDN, Interective Voice Respanse (IVR), RADIUS, AFC 4040-basod clear channe! cadec
aigrading with Session Inltatlon Protocol {SIP} Resource Reservation Pratocal (RSVP), RTR
Contred Pratocal (RTCP), Service Advertisement Eramewark [S47), Session Boraer
Contrailar [SBC), S for voice dver IP [VolP), SRST, Securs Real-Time Traragon Pretocal
[ERTR), Voles aver Frame Relay (FRF,11), VoI, and voice medules
Clsco ¥ T i nativaly | with eligibie Catalyst 8200 Series Edoe Patforms wih
a fminmum 8 GH ORAM ard & G3 bacHlish/sicrage, Adelional mamery and staragn will be
Aecessary far cencurrently rmning 1me Th agent with e SO-WWARN

SECUrRY BeTVICES,
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Table 9b, Software featunes and protscols for eontrofler made

Core foatures. IPud, IPuE, stafic routes, OSPF, EIGAP, BAP, Ouslay Management Protaesl {OMP],
Apphcation Aware Routing [AAR), Traffic Enginesring, senice inssrlon, =8 1rust,
winltalisting, wmper-prool meduls, DTLSATLS, Psee, classiNcation, priorltization. low
lntercy gueuing, remarking, shaping, senedying, pelleing, mironng, MuRleast Pl
suppon, service aduertisemant and Insertion palicy, Simple Natwark Maragement Pm!ncol
[SNMP). Natwerk Time Protocal (NTE), DNS cliont, DHCP, DHCP cliont, DHER uerw
DHCP relay archival, syslog, Secure Shell [S5H), Secure Copy [SCP), Cfiowd v10 IFFIX
uxuor: PG lar Transpon side, Vinua) Reutor Rodundancy Protoca| (VRRI), MPLS NAT

sorvien=sida, ovanoat/PAT, MAT 64, ote,), MAT pocks, solit DS,
NHGOI\F over 554, CLI, NTP servor support, BED with sorvico-sida BGP, W:ummunllv
propagaten to GMF, 6 SLA for AAR, Clsto TrustSeq” SD-Accesn {inine sealable Group
tag [SET] propagation], custom anp with Sofiware- Defined AVE (S0-AVC), multic st AAH,
mamis on=demand tunnels, OSM, OSPF3, mute policies, multi=VRF support

Encapsulations Garierlo Routing Encaprutation (GAE], Etharnat, 802,10 VLAN

Application experiance oS, FEC, Class of Sarvice (SoS) marking, Welghted Hancam Early Gatection (WREL),
Hisrarchieal QaS, POR, NBAR, S0-AVC, per-tunnel Jof, Cloud Onflamp o Saas,

Enhanced Office 365 wraffic steering, direct access, FNF

c - AES=256 (n CBE and GEM medes), Intérnet Kay Exchangs (KE), Cisco Pubile
Key Infrastrocsare (PKI)

Authentication: ASA, RSA (2048 bit|, ESP-256-00C, HMAG-5HAT, ECDSA {266/384 bit)
Intogrity: SHA=1, EHA-2
Securiy: CE200=1N=4T Bullt=In end-to-and segmarniation (VPNs), sone-based firewall (ZDFW), PKI, Cisca DNA

Layar Securly, Snort” IPS/|0S, URL fitering, Secure Malware Defense, Secure Malware
Analyties, Applieation- Level Gateway (ALG) for ZBFW, Socura intermet Gateway [51G]

Security: CBID0L-IN-4T Bullt=In end-to-end seomentation (Pl ZERW, PRI, Clsco DNA Layer Securlty, SIS

Unifiad it CUBE Ce SRST, valce modules
Licensing
The Catalyst 3200 Series Edoe Platforms are offerad only with 2 Clsco DA Saft b El {

Agreamant, and Maraged Servies Licensing Agreement (MSLAL For more detalls, refer ta 1nls ll.l.u.l_i.l_u_uu.lsl.l.
Glseo DNA stack:
+ Clzco DN, Essentlals
« Cisco DNA Advantage
= Glsco DNA Premier
Network stack:
= Metwaork Essentals
= Netwaork Advaniege
For a more detailed overview on Cisco Licensing, go to clsco.comigo/licensingouide

2001 Cleco anclor s ks, Al ights issered. Pagn 150f T

Speehlication

104 to a0°C)

Storage lemperature =40% jo 150°F
(=407 10 70 T}
Reiative humidity operating and  Amblent {noncondensing] aoeradng: 5% 1o 89%
b ¥ o iho Ambient (nancandensing) nonoperating and storage: 5% to 5%

Altitude 0 to 10,000 fest
10 ta 3050 meters)

Mean Time Between Falluros B92.577 haura
{arar)

Table 11, Safety and comaliancs

Safoty cortifieations. UL 50850-1
CAN/CSA-C22.2 No. BO9SD-1
EN 80850-1
|EC 60950~
ASMZS 60950-1
IEC/EN 60825 Loser Safety
FDA: Codeo of Fadaral Regulations Lasar Satety

4T CFR Pan 15 Class &

ICES 001 Class &

ASNZS CISPR 32 Class A

CISPR 32 Class A

ENS5032 Class &

VCCI-CISPR 32 Class A

CH3-13438 Class &

KN3Z Class &

IEC/EN 61000-3-2: Powar Lina Harmonics

IECIEN 61000 -3-3: Voltege Fuctuetons and Flickor

EMC {emissions)

15 2038 Siscn andon 4 affTkates, Allights reseresd. Pogn 1501 10

Clsco ThounandEyes'

Avalid ThousandEyes agent llcense is reguired 1o activate the ThousandEyes agent. Exlsting ThousandEyos
subseriplions can be leveraged on eligible Catalyst 8200 Series platforms, Adaitional ThousandEyes
subscription mformaticn can be found beoe,

“dwallagle In Retoase 17,6, targeted for GICY1,

Product sustainability

about Clsca's , Soclal and
in Ciseo's CSR and sustainability 1aoaning.

Ganaral o product=mater: et lws ang bdnteriain
requiations

ce (ESG) Inhlatves and perl s p

Informaton on electronic waste laws and regulations, WEEE Comollsnce
Including our products, Batteties ond packaging

Sustalnabliity Inquirles Contact; car_Ingulriesciscs com

nfarmation on product takeback and resusa program Glaco Tokenack and Hewds Brogom
Qoerating and nanoperating conditions Tabie 10, Mechanizal spec fizalons
Nean Time Between Failuros (MTEF) Tabie 10 A speciliopians

Safety and EMC femisaions, imrrunity and ETSUEN) Tabie 10 i

Power Power Supply Table 1. Product highlights
Material Product packaging weight and materals Contact: anyirenmenticisco.com
Cimenslons and weight Teble 10, Mochanical speciic~ang

Specifications

Tabie 10, Mechanlenl speciicatans

Part number CEIO0-TN-4T

DBimensicns [Hx W x D) 1.73°%17.25 x 11.8 in. (4,39 x 43,81 x 20,97 cm)

Rack Units (RU) TRU

Chassia welght 10 1 {4,548 kgl

Input voltage ACL 90 12 264 VAT

Operating tomporature 2% 10 1047F

£ 2021 Cincon and o iy 1t illone AT ihds resed, Fagn 1400 18

EMC (Immunity) EC/EN-61000-4-2: Electrostotic Discharge immunity
IEC/EN-51000+-4-3: Raciated |mmunity
|EC/EM=61000=4-4: Elsctrical Fast Transiont immunity —
IEC/EN-61000-4-5: Surga AC, DC, and Signal Pons
IEC/EN-G1000-4-5; lmm ity to Concucies Dislurbanges
IEC/EN-B1000-4-8: Power Fregquenzy Megnetis Finld immunity

IESEN=G1000-4=11 Valtage DIPFS, Short L and Wotage V.
kNas
EMG (ETSYEN} EN300 386: / Natwark Ei (EMT)

ENG5032¢ Multimedia Equipment (Emissions)

ENB1200-5-1; Genpre Immunity Standard

Services

Cisco Customer Experience suppor services for Catalyst 8000 platferms and Ciaco DNA Software for SD-
WAN and Routing

This section discusses the Cisco support serfvices avadable for the Catalyst 2000 platferms and associated
Cisco DNA Software for SO=-VWAN and Routing, as well 25 optionsl support service offers,

= Catalyst 8000 platforms: Cicco Sclution Support is the default and recommended Cisco suppert
service, However, Gisen Sclution Support Is nat mandateny; it can be removed o replaced with another
Cleco support service of parner service per the customen's preference,

Clsco DNA Software for SD-WAN and Routing: Cisce Solutlon Support |s the default Slscoe support
serice, However, Ciseo Solution Support is not mandatory; the customer may choose to use the Clsco
Subseription Embadded Software Support inciuded with te purchase of this software.

Wihen Soution Support is selected, it must be orderad on both the Catalyst 8000 platferm and Cisco
DNA Software for SD-WAN and Routing for custamer ontitl to this premium suppart
service,

SO-WAN and Routing customers with Solutian Support or Cisco Subseription Embedded Softwars.
Suppon are entitled 1o 1gleases and updates for Cisco DMA SD-WAN o
Routing software only. Supnort for the Catalyst BIOT platfarm's OS5 and netwark =tack. along s a
updates, Is covered by the support contract on te Catalyst BO0C plattormm.

207 Ginen aedfor s atillites, Al nahts ressreed, Prgn Miaf 10



e B Si isa ium support built for today's prod Bth
enviranments and provides:

= Apnmary peint of contact, certralizing suppBrt Beross & selutian deployment

= Solution, product, ang Interoperabibity expertise

+ Norequirement for customers 1o isolate their issue to 2 product 10 open & case

= 30-minute service response oblective for Severity 1 and 2 cases

= Praritized case handling over praduct sUpport cases

*  Product support team cocrdination (Cisea and Salutien Suppen Alliance Partners)

» Accountabillty for multipraduet, mulivendor lssue managemeant from first call to raselutan, no mater
wihere the issue resiges

Learn mare about, Clsco Solution Suppart at www, clacn comiaa) poart

Cisco S
* Accuss to support and traubieshooting via online tools and wel case submission. Case saverity or
escalaton guidelines are net applicable,

+ Clsea Technlcal Assistance Center (TAG) access 24 haurs per day, ¥ days per wesk to assist by
telephene, or web case submission and anline taals with b i i uze and blash
ISEUBE,

= Access o wwwslico.con, providing helpful technicsl and general infarmation on Cisco products, as
well as access to Ciseo’s online Software Caner libeary,

Nota: No additional preducts or fees are required & recalve embedded support for Gisen DNA Scfiware
for SD-WAN and Routing. However, if using embedded support for ths software, hardware suppor far the
Catakyst 8000 must be purch y, a5 Clsco i Embedded Saf Suppart
does ot cover nasdware, In this case, Clsco Smart Net Total Care” Service is racommended for the
Catalyst B000 platforms.

€ -~ Capital

huth to help you achis wour
Ciact Caplial makes it easier b get the right technalogy 1o achieve your chjectives, enable business
transtarmation, and stay competitive. We can hels you reduce 1he total cost of ownership, conserve captal,
and accelerats growth, In more than 100 esuntres, aur flexible Rayment solutions can help you acquire
hardware, softwate, services and complamantary third-party In sasy,
Loam mare.

52031 Chaar and/oe ki ofthlates, Al ahis s, Pags 17 ot 18

Ordering Information

% e . l.
To place an crder, visit the Clico Ordering Home Page. To download software, visit the Clsce Suftwara Gantér,
-"‘\1-\___ — -

For mare information
For mora Information abeet the Cisco Catalyst 8200 Serias Edge Plattarmas, visit

Iitms/ e glsco comiae/CO200 o comtact yaur local Cisco account representative,

Dacument history

Updated ficensing information Licensing Jun 25, 2021
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Cisco Catalyst 9800-CL
Wireless Controller for Cloud

T Shte andfor by o Waies, A1 pghis resenac, Page 1. 20

Built from the ground up for Intent-based netwarking

stoverview

Cisca Catalyst 9800-CL

Wireless Controller for Cloug S

Google Cloud

Flgure 1,
Examcles of comatitie chouds

Eulit fram the ground-up for the intent-based netwark and Siseo DNA, Cisea® Catalyst” 2800 Serjes Wireloss
Cantraliors are Cisco 108” XE based and Integrate the RF excollence of Clsco Aronet” secoas points, creating a
besi-in-class wireless experience far yeur evalving and arowing arganizaticon. Tho 2800 Serles is built on an
open and programmable architecture with bulit-in sacurity, streaming lelemetry, and rich analytics,

The Clico Catalyst 0800 Series Wirzless Comrollers arm built an the three plliars of netwark excallence =abways
an, socure, and y ywhere = which the netwaork by providing the best wireloss experience
withiout comaramise, while saving time and maney,

The Cisco Catalyst 9800-CL Is the noxt generation of enterprlse-closs wirsless contraliers for cloud, with
seamiess saftware updates for d st o hexs and midsize o large (= and servica
providers.

The Clsce Catalyst 9800-CL cantrolier s feature rich and entarprise reedy to power your business-critical
i and o

High avallabifty and seamiess saftwars updates, enablod by Not and cold patehing, keep yaur ellarts
and sorvices always on In plannoed ang unplanned cvents,

Socure alr, devices, and users with the Cisco Catalyst 9800-CL, Wireless infrastructure becomes the
strongest first lino af defense with Cisco Encryoted Traffic Analytics (ETA) and Sofiware-Defined Access
S0-Access). Tne controller comos with bult=in sscurty: rurtima defenses, image signirg and integnty
_vonfication.

Deploy anywhera to onable wireiess connactivity everpwbare, Whather in o Pul¥ic o private cloud, the
Cisco Catalyst 9800-CL bost meets your organization’s noeds,

.

Ewilt on a modular operating system, the S800-CL featuras open and progrommable APk that enabie
automation of day=C fo dey-N netwerk o (X dri Srearing y provides deog
Insights Inta the health of your network and clients,

3021 Clacts andf e iy albLaims, 0 iy resenn. Puge Jof 10
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Clsco User Dafined Network, a featura avallable [n Cleco DNA Centor, aliows IT to give end users eortrel
of their very own wireless network parition on a shared netwark. Erg wsers can then remotaly and
securely deoloy thoir devices on this network, Perdfect far university dormhterles or extended haspital
stays, Gls2a User Defined Network grants both device securlty and control, allswing each user to choose
wha can connect to their netwerk.

The Wi-Fl & raadiness d Is & new ol in the A menu of Clsco DNA Center, It will
look throwegh the imentary of all dewices on the nglweork and werity device, saftware, sad cllont
campatibility with the new Wi-Fi § standard, After upgrading, advasced wircless anglytics will Indicate
performance and capacity gains as a result of the Wi-Fi 6 deployment. This is an Incradible taal that will
neka your team define whete and how the wireless netwerk should be upgraded. It will alsa give you
insights intes the accoss polnt distristion by proteeel [B02.11 ac/nfabg). wirsless ainime efficlency by
mrotecal, and granular perfermance matries,

With Cisco In Service Software Upgrade (ISSU), network downtime durlng a sgftware update or upgrade
Is & thing of the past. 1S5U 15 a complete imago upgrada and update while the netwerk [s st running.

The saftware image—ar patc h=ls oushed cnto the wircless while tratfie i ] i
wnintarrpted. All access point and cllent sessions are rotained during the upgrads process, With Just 2
click, your network y te the newest saff
Clseo Catalyst 9800-CL for private cloud
Senall Mudium Large Small
1,000 AR 3,000 AR 06,000 AP 1,000 AP
10,000 Cliants 32,000 Cliema 64,000 Clionts 10,000 Cilents

g e g b by

Figuee 2,
Cisgo Cotalyss QB00-CL for prvate gloud
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Koy highlights
o Ulware ESXG KW, Hyper=V, and Cisoo NPUIS (on ENGS) supportad
»  Supports centralized, Ciseo FlexConnect’, mesh, and fabnc (SO-Accoss) doployment modes

» Wukine scale and troughput® profiies with 2 single deployment package 1o best meet your
arganization's needs

- Smatl lew [ hlah ): Designed ter ann gmai

1o 1000 Access Poirts (AP} and 10,000 clients

+ Medium flow | high Erroughput): Designad for medium-sled campuses supperting Up 1 3000 APs

and 22,000 chents

+ Large [sow / high t): Desi
GOD0 AR5 and 54,600 cliens

d far laroe

when you |nessntiate the Virtus| Maching [Uh)

Supports up 1o 2. Ghbps of
without SR=I0V]

et al network cards and resources [SR=I0V-enabled NIC card)

recommended parametors

Optimize yeur beanch by denlaying the 9800-CL as o wirmuel mackine an the Claso 5000 Seres
Enterorme Netwark Compute System (ENSS) running Clsce NFVIS

“High=throughau prafiles are anly sl whh ESKand KU npalsars

and servica providors supporing up 1o

Cne deployrment package for all the seale tempiates. Pick the deployment sieo and the throughout prefile

Ina izod wi mloss e 1l o hput profile

Witk a high {ennoneed| threughout pretllz, up to 5 Gbpa can be reached on ESXI and KVM with the right

A [rtultive bogtstrap wizard Is avaibible during the WM instantiation to boot (he wireless controfer with

Clsco Catalyst 9800-CL for public cloud

PRGN e e s e -.\
| | Ly
I ey .
| 4
e -
I I i I Roiarpy oo Netwerk
- mﬂé‘* .
i |
| | cmea | | AWS/GCP
|| e |
e - |
i\ /J
Floure 1,

Dinco Catalyst 9800G-CL for pu ble cloud

Koy highlighm

Clsco Catatyst 3800-CL (s avallable as an Infrasiructute-as-a-Sevice (aS) solution an 1he Amazan
Wab Services (AWS) and Google Cloud Platfarm (GEP) Marketolsces

Supperted anly with managed VPN ceployment mode:
+ Tne 9800-CL should be Instantiated within a Virus Private Cloud (VPC)

+ A YPN tunnel has to be esabished from the customer site 1o AWS or GCP to enable communics
‘batwean the Clsco access paint and 3000-CL wirsless controller

Cisco FlexConnect certral authentication and local switching
failable on AWS GovCloud
Supports up to 6000 sceass points and 63,000 elients

Denloy o wireless controller instance in AWS Using cloud-formation tomplatas provided by Cisco
(recemmended) ar by manually using the EC2 console

02021 Sinei wdjen i W TlEs AL ot iesered, Pane Lol 20

Features

Table 7, ey fosiuros

Maximum numbrer of access palnts Lo o G000
Maxdmum number of clisnts 4,000
Mastimum throu ot ut (low profle 2,1 Gops

without SR-

Mactimum throughput (high profile with 5 Gops
SR=OV™

Maadmum WLANS 4096

Mexdmum VLANS AD9G

Deployment modes. Sertralized, Caca FinsGonnest, ang faorie wireless (S0-Access)

Licensy Srrart Llcanse enabled

Operating systam Clsco |95 XE Sotware

Managamont Ciszo Dha Contar, Ciscao Prime” Infrostruciuee, integesied Wesl|, and third
pary (apan standards ARk

Interoperabibty AlreQS-tased controfiors™

Policy engine Clseo identty Services Engine™

Location platiorm Cl=ca Connested Moblle Experiences [GMX), Clsco DNA Spaces'™

Actess points

Alronet 802.11ec Wave 1 and Wave 2, Claco Catatyet 9100 8021 10x secass
points

* Fer traflic with Inrge 11374 Byins) gackat sizo

s Pt prafl e b s BpGed an ESX and UM Fypeiears or, Theoughput numtsars s it SR ICveanalbisd Nita

** For Infermatin on compaeblihy, wsi: Somuuib it Duld
Always on

Soamioss softwars updates enablo faster resabition of eritlcal lssues, Introdustian of new access palnts with
zera doventime and flexible software upgrades, Stateful Switchaver [SS0) with 1:7 active <tandby and N+l
regundancy keeps your network, services, and clients always on, even In unpdanmed owenis.

€ 3621 Shuo anbior da aMimes, M lgne e, Sage Tl 20

@ 392 G ancior A2 aNists, Al nph's fenerend,

Draploy a wiralass controfler [n GCP using the guided workflow in the marketplace

Moge § 0720

Secure

Secure alr. deviess, and users with the Claco Catalyst G500-CL. Wireless Infrastrueture becomes (e stra”
first line of defense with ETA and SD-Access. The controllers come with builtsin security: runtime defans
Image signing, and Integrity verification, Cisco Adwanced Wiraless ntrusion Pravention Sysiem [awlPS) is
complote wirelnss socurity solution that uses the Clseo Unifled Access' infrastructure 10 detect, locate,
mitigate, and contain wired and wircless rogues and threats,

Deploy anywhere

Whether in a pablic or private cloud, the Cleco Catalyst 8300-CL wireless conroilers can be deployed
arwhere for wirsless everywhare. The 9500-CL meets tha noeds of your branch and campus netword

deploymants.

Open and programmabile

The cantrolers are bult on 1ha Clsca K25 XE operating system, which affers a rich set of open stancards-bazed
programmable APls and medel-ariven telometry that pravice on easy way 19 outomate day -0 to day-N notwark

operations,
Key specifications

Table 2. Key speclfications

II.M

Small
. dan 1 Cox
supported gliscg Enl;g Lisco
fabric (S0~ fabile {SD~  fabrie (SD-
Access) Accoss) eona)
wCPUs required”  d - (ow 6 - o 10 - lew
i Is
katc R 195 - high 13- high
Prefarred mede for  SH-10V SR-IoV SR-10v
high throughput®
NIC naaded for 8= Intala710 | trael x710 | Intal 5710/
oy Claco | mel Cince Intel Cleca Intel
710 pelagter <710 adapter %710 adapter
Drivers needed for 5 - idlen ESX| - dben ESKi- l400n
L KVM - ide M= dn KWK =08
RAM required (OB) 8 16 a2
16 1% 16

Recommended
hard disk space
(GB)

D021 Tncn amalor by aMidles. A1 1| st

Claco Cinto Caco

lioeal switching {lacal seiiching [local sadtching
anky) oniyt only}

2 i 10

All frafilc will Al draffic will Al rradfie will
b keeally e bacelly be loc st
swltzhied switchad wiwilched
Altrafficwlll  Alltratticwill  All traffie will
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Hypervisors and ESHi [==1] ESx AWE, GTP AWE, GCP AWS. GCP
cload providers 6,0/6,5/0.7, 6.0/6.5/8.7, 60785067,
supported KW, Hyper=l, UM, Hyper-y, KV, Hyper-V,
RFVIS NFIE VIS

Maximum numbar 1000 3000 6000 1830 3000 605
of access painta
Maxlmum numbaer 10,000 32,000 64.000 10,000 J2.000 62,000
of chants
Manimnum 2.7 Gbps™ 2.1 Gops” 21 Ghas” Al fraffic will Al iratfic w® Al raflic wil
throughput {low be lecally habocally be lazally
profila without SR- swilichea awitehad switchad
vy
Meankmunm 5 Gbps % Ghps S Gbps Allwafticwlll Al treflicwill Al tratic will
theoughput {high bie locally b locally e logally
profie with SR -10V) aitehad switzhed wwitg g
Maxbmum WLANs 4006 4096 a0 AO06 4085 Ll )
Maximum VLANs 409G 4036 A0 4096 ARG aag
Maximum slie tags 1000 3000 5000 109 =Ll Goon
Maxlmum APs par 100 180 o0 1og 100 o
site
Maxlmum policy 1000 060 BOOO 1000 an00 6000
tage
Maximum RF tags 1000 000 BOGD 1000 3000 000
Maximum RF 2000 BOOT 12,000 2000 BI00 12.000
- -

™ policy 1000 oo 1096 1000 1300 008
Maximum Flax 1000 1000 B800g 1004 3000 Aa00a
profilas
VNIC adopters ESXE ESXE E5G: - - -

WMXNLTT,

2021 Cison sndion i s laten Al figas mamveg

WRANCT. VMNNETI,
E1000F, EY0O0 EV000E, E1000 E1000F, F1000
KVMEVIRTIO BVMEVIRTID v VIRTIO

Hypar=y; Hypor-y: Hypor-\
Nety'sC NetwsC New/'sC

P ar 3

Benefits

75 XE opens a complota by new paradigm i netwerk configuration, eperation, and monitan ng through
automation, Cisca’s automation solution s epen, standards-based. tnd extensiblo across the entlve
w2 of @ network device. The various mechanisms that bring about netwark sutemiaticn are auttined below,

based an a dovice (fecysle.

* Automated dovice provisioning: This is the abdity to automate the procenss of Upgrading saftware
Imzges and installing configuration files on Clace aacess points when they are being depleyed in the
netwark for the first time, Gisco provides turnkey solutions such as Plug and Play (PRR) that enasle an

2nd

APl~driven configuration: Modem wireless cortroliors such the Glses Catalyst 9900-0L Wireless
Controlier for Cioud support a wide range of sutamation features and peowids robust open APls cuer
MNatwark Conflguration Protacol (NETCONF) uslng YANG data modals for external toels, Beth aff-tha-
ahalf ana custarm Bullt, to { network

+  Granular vi Keoda =drl y pravides a o strearm dat from a wireless
controlier 10 a destination, Tho cata to be streamod i drivan through subscription 19 3 data set n a
YNNG model The data set |s ot to the at Intervals,
Additenally, Csco 105 XE enables the push mogel, which provides near-real-time montaring of the
network, leading o quick detection and rectification of fallures.

5 i grades and Toanhance OF reallence, Cisco 105 XE supparts
patching, which provides fixes for critical bugs and securlty vulnerabiities between regular maintenance
relgases, This support dllows customers to ada patehes withaut having to walt foe the next maintenance
falaasa.

Always on

« High il Stoteful

with a 117 active standby and N+ redundancy keeps your network,
servioes, and clionts always on, even In unplanned events,

= Sofe Masi L [SMU=) with hot and cold patching: Patching alows far a patch ta be

= Intell rolling access point upg and

20T Sl il i et A8 dpnts e

Instalied a5 a bug Mix without bringing down the entlre network and elminates the need to roqualfy an

entire saftware Image. The SMU is a package that can be instalied on a system (o provide a pateh fis or

security resobution to a released image, SMUS aliow you to address the netwark (ssue qulckly while

reducing the time and scope of the tesung required. The Giseo 105 XE platierm Intersally validates the

SMU compatitility and does not allew you to mstall ircom patiote SMUs. All $MUs ars Integrated into the
b Ciaca W05 KE Sof releases.

Tra Cisco Cataiyat 2E00-
EL Wireleas Contraller for Sloud comes equipped with (nteligent ralling 26oess point upadroces 1o
simplity netwark operations, Multisite upgrades can now be done In stages, and dceess nelnts can be
wpdrsded intelligently withaut restarting the entire network,

Wage 11 of 20

Wirtual switch ESXE uSwich  ESXLvSwich  ESXE viwitch - - *

WM OVE KVM: OVE Kbd: DV

Linux Bridge  Linux HBrigge Linuin Bricge

Iaret] hret) fewetl)

Hypor=ii: Hyper-y; Hyper-¥:

Hypar-¥ Vimeal Hypar-V Virual Hypor-V Virdual

Swirch Switch Switeh
Whtware viMotion™  Yog Yes ¥os - - L3
Widwwsre Snepabot™ Yes Yo Yes - - 3
Vidware Distributad Yes Yos Yes = = =
Resgurce
Scheduler™
Viirare NIC ¥as Yen Yeu - - -
Teaming™
Hypar-\/ Yes Yes Yos - - -
Checkpolnt
Hypaer=\ NIC You Yas Yas - - =
Teaming
High availability S5, N 80, N+t 530, N+t N1 ] e
MONS gateway Yos Yeu Yeu - - -
Anchor controfler  Yos Yos fea + = -
Foreign contraller  Yos Yo e - = -
HRogue detection | Yes Yas Yes Yus a5 Yes
awips
Client IPuG support  Yes Yon a6 Yeu Yas Yen
Infrastructure IPul Yes Yeg Wag No e Mo

support

A mah-theauohi praliie Ts suppored on 500 @no K ryperlsons oaly.

“For trafle with farpe (1374 ptea) ackel wee

T Claning re snafshats i not suppaned

' hdata, DS, Snopshots. ond WG Teaming nat suponne when BR<H0Y mode is ensling,

D 2021 Ciseo analor by alt bates. Al fghts reserved.
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Standby monitoring of Clsco Catalyst 9800 Wireless © In High y (HA) mode: This
enables monitaring of the healtn of the system on a standby controller in @ HA pair usihg programmatic
Intertaces (NETCONF/YANG, RESTCONF) and CLIs without going thraugh the actlve cantroller, For more
detalls refer 1o technical documentation |

= In-Sarvice Software Upgrade (155U): 55U isa Imaga with zero
while tha network |s still en, The software image or a paten is pushod onto the winsless controler while
traffie farwarding contnues uninterrupted, All A2 el ent sessans are retained during the upgrade
Rrocess.

With Just a click, your network 0 10 Newest SOy Your backup Catalyst
9200 contrallar recaives the new software that s pushed via the active 9800 cantralier, The backup
9800 active ller aned takes aver your notwork while your previously sctive 9809
Turms inta & hackup 9800 controler and processes the software upgrade, Using an intelligent &F -based
rolfng access=paint upgrade, al accoss points ore upgraded in & stoggersd fashion, witholt impacting
any wirgless session, This precedure is carion ou without any manual Intervention ratlvaly from the
contralier, and witheut the reed for an external orchestrator or addldonal licenses.

Sacurity

« Encryptad Tratfic Analytics (ETA): ETA is a unique capetility for idensfying malware in encrygied trafic
coming from 1he access Layor, Since mare and more tratfic |5 being encryptad, the visiplity tis feature
provices related to 1nreat detoction is critlcal for keeping your network secure a1 different layers. This
festurs is supporad on private clowd depoyments anly.

+ Cisto Wiraless Intrusion Prevention Systom (WIPSE: WIPS offers agvanced netwerk socurty ta detoct,
lecate, mitigate, and contaln any Intrusion and threat on your wireless netwark. It can manitor and detest
wireloss netwark anomalies, unauthonzed access, and RF attacks. A new dedicetod clissification engine
for rogue and SWIPS bullt an Cisco DNA Canter. A fully Integrated stack for WIPS solution inclides Clsco
DtlA Center, Cisca Caalyst 9800 controller, WaveZ, and Catalyst 0100 Access Peints. This aew

i pravides | d and security, simplicity and 2ase af use, and a reduction in
falsn-pesitive alarms.

= Trustworthy systems: Cisco Trust Anchor Technoiogles provide a highly secure foundation for Clsee
products. With the Gisco Catalyst S800-CL, these trustwortny systems Relp assure software authentlelty
for supply enaln trust ond streng mitgation against In=the-m|ddie attacks on sofiwars and
firrmeare. Trust Gnchar copabilites nglude:

+ Image signing: Cryptographicslly signed images provide assurance that the fimware, BI0S, and
omer software ars auhontic and unmodified. As the system boots, its software signatures are
checked far integrity,

e
/ 71 :
[ — &L
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Flexible NatFlow
«  Flexibio NetFlow (FNF): Caco X35 FNF is the noxe gonaration (n flow wislbilin rechnolegy, allawing

aptimization of the retwork A q costs, and capacity planning

and security Incident lon with fNaxlbikty and

Application Vislbliity and Contral
- M B Appl i ¥ MBARZ enables advanced
i { with up 1o 1400 ursuaimsd and well- knawn apoication sigaatures
and ug to 150 encrypted applications on the Cisgco Catalyst 9500-CL. Some of the mast popular
spplications includad are Skype, Office 365, Micresaft Lyne, Ciaco Webex®, and Facebook. Many athers
are alreacy predefined and asy to configuee. NBARZ provides the network administratee with a0
important tool b identfy, contral, and meonlior end-user appécation usage whik hoiping ensure a quellty
user experience and securing the neswerk from maliclous attacks. tuses FNF to roport applicatan
neriurmanoe and activities wnhln the nebwark to ary supparted NetFlow collecter, such as Slsco Prima,
" oerany =2 hird=party tool.

Quality of sarvice

+ Superior Quality of Service (QoS): Q65 techrologles ars tools and technigques Tor manating netwark
resaurced and are considered the key enabling tech los for the r of yoice,
video, and gawa nemworks, QoS en te Claco Catalyst A0 -GL consists of el essific stian of ralfic based
on packet data 25 well as application recognition and I:rd"u: control actions such as dropaing, marking
and palizing. A madular QoS LR k orovides platior and
flexible conflauration behavior, The S200-GL. alsg, supparts policias at two levels ef l.vgm BS5I0 a5
weall as cllant, Polley sesignment can be granular dawn to the client lausl.

Smart operation
= WabUL ViebUl |5 an embedded GUi-based dovi 100| thal prowvides the al¥lity to
pravision the device, simplifying device and and the user

exporience. Webll cames with the default Imege, There is no need 1o onablo anyining ar lrstaltany
liconse on the cdevice, You can use Wabl| to buile a day-0 and day=1 configuration and from than on
manitor and troubleshoat the device without raving ta know bow to use the CLI,

Specifications

Table 3. Specifications

Wireless standords |EEE 802,114, 52.71h, 802 110, 822710, WhiM/B02.1 Te, 832,110, 502,110, BI2.1 1k,
BOZ.¥1r, BO2.1e, 8320 Tw, BOZ.11ac Wave 1 and Wave 2, 802110k

Wired, switehing, and IEEE D023 TODASE-T, [EEE BOZ. Ju 100BASE-TE, 10008ASE-T, 1000BASE-SX, 1000-BASE-
routing standards LH, [EFE 802,13 VLAN tapging, [EEE 832,14 Link Aggrogation

£ 2021 Chsto anilfor A aMia sy Al em srereed. Page 1001 20

Managamont standards = Simaln Munwark Monagamert Prasacel ISNMPLST, v2c, v1
« REC 58 Takal
- RFE 1185 o Pebazed Imsmats
= RFC 158 Mig
= BEC 1157 SRMP
« RFC 1213 SR W 1
= REE 13050 Tnaal Fiie Trarsder Brgmacol (F1TR)
= REC 1823 Emarnat ME
« BFC 2000 Simale Network Thom Protocal (SRR}
* RFC 010 HTTP
« RFC 3685 Fireinei~Liks Intortacs Tyaes Mid

« RFE 2074 Dornans o Managed Chiacts for Bridges will Tratic Classas, Mkicast Fivenng, aid
Wirnual Extanaions

+ REG 2812 Remce Meakering (RMON) Ml

= AFC J0ED minraces Dioup M1

* RFC 910 Sysiag

= REC 3214 Lner-Based Sccurty Modnl (USK) far SN
« BEC 2216 M or ShP

# BFC 3630 Delinkons of Managed Cajess for [ESE BO2.3 MALS
= BES 4747 Bann NETCONF protacnl

» AFC 4742 NETCONF cver 554

« AFC 6241 NETEONS

* AFC G242 NFTCONF puer 53

« AFC 5277 NETGONF evert natfications

« AFC 5717 Partial Lock Remetn Procedis Gl

= RPC G247 With-Dofauitn capabiling for NETCORE

B H020 ¥ANG

+ Clsos grivele Mitl

Managementinterfaces  + Web-based, HTTPIKTTPS
= Bommand=lng inerface: Terat, Secoee Se| (S5 Beotacal, serlal part

- SHEP
= NETCONF

Software requirements

The Cisca Catalyst 9800-CL Wiroloss Controfler for Cloud runs on Clsce 105 XE Saftware vorsion 16,707 or
later, This software release Includes afl tho faatures listea carlier In me Platform Benefits section,

Tabled.  Minimum saftwore reglice ments

COB00-CL-K9 Claga Catsly=1 BEO0-CL Wircless Santroller for Slows Lo 05 XE Software Relpase |

Hiah Anrsughpot prafiles supoorted from
Releane 17,71 anward

92027 Snsa angiorm ot AL gl reasved, Puge 15 of 30

Dt atandsrds = BEC 760 Lsar Datagrim Pratsesl {UDR)
- REE P01 IR
« REE 2450 P
= BFE 782 inemmint Cantrol Messsge Drooce ol (1207
= REC 193 TR
= RFC AZ0 Andress esoluban Prowncal AR
= FFFE 1127 Wgabmments far (oot Hass
= BFC 1516 Classbom Inteedemain Sauting (SIER)
= RFC 1642 Booesteas Protaeal [BOOTH)
AR 2491 Dyname: Hos: Confiuran Srtace| {OHCD]
= RFE 5418 Comrol and Pravisianing of Wirelnss dccess Painty [GAPWAR) Prmiosol
= [FE 9416 CAMPAS Hinding for 50211

Sacurity standards = We-F1 Procncien Acoess (WRAl
« |EEE 832,111 {WPa2, sy
o lnl=F! Procected Access 3 (WPAZ|
= BFC 1321 MDY Mesanga-Digest Algarmm
« RFC 1881 Encapaulating Security Paybiad [758] Trpla DES (30FS) Tranuiorm
« P 2184 HMAL: Koy 1 tor Masesge
= RFC 2246 T3 Proacol Versian 1,0
00 Publl: Kay TPEN Canifesn ata R thom List

« BFC

[} Brofie
= RFC 434 7 Dategrom Tranairt Laper Securly (DTLS)
* RFC 5240 TLS Protocol Verdan 1,2

Encryption standards » Sl Wired Ectulvalent Privacy (WES] RE4 20, 104 and 178 its

* falainca Encrypiion Standard IAZEL Cloher Black Groining (DRG], Couner whn SBC-MAC [SCM),
Counter with CAC Message Auhenlicatan Gede Presceal ICCMP|

« Dala Encryation Stanmesd |DES ) DES-CRC, 30E3
= Beeure Sacets Lwer (9500 and Troreport Layer Securing (TLS): RCL 23-bit ang RSA 1024~
204808

= TLs: Acs-oc
= Psox; DESCRC, AD0S, AES-CBT
= U0, 1AL MAGs0E encrymton

Authentication, = EEE 502,15
Authorization, and = PFC 25400 Migrasaft Vendor-Saea e RADILS Andbuies
mﬂﬂm  RFG 2714 Paint-ta-Falt Pretccnl (PP Etmnsiala dcithanticatlon Protacol (EAPITLS
= RFC SHED RADNIS Authenilcatian
« RO 7666 RADRIS Accourting

« RFC I0RT RADLIS Tunne | Accounnng

* RFE J665 RADISS Extenpans.

= BFC 3bre Dynamic Autnonziton Extonsions to RADLE
« HFC §176 Dynamis Autnonization Cxronalons 1o RA0LE
« FUEG J670 RADWIS Suppart for EAR

= R 3640 EEL H02.1K RADRKIS Guibelkes

= ARG 744 Extenble Autherbcation Prowen) [EA2)

= Web-tased o thertication

+ TACACS suppar far managament usars

I s i kn
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Licensing
Mo licen ses are roquired to boo! up 2 Clsco Catalyst 9800 Serfes Wircloss Gontradler, Heweower, In orde:
connect any access Rolnts 10 the contraller, Clsco DNA software subscriptions are required, To be eetll

connect ta a Gisco Catanyat 9800 Saries controller, aach access polnt rogulres o Clsco DNA subscrigtion
liesnae,

What do you 00 10 use Catalyst 0800
Wirsless Concrofiers In your network?

|

Catalyst #800 Wiralass Contrafors =

Figure &
Datermirdig licaare requirements far aceass palats eonnecting fo Clsoo Catalyst DB0C Serias Viroless Caontrelars

AP connesting to C'sco Catalyst 0800 Series cortrollers have new and simpified soltware submeription
packaqos,

Thay can suppedt thres tiers of Cisco DA Clsco DNA ials, Clico DNA A and Clseo
DNA Fremier,

92021 Canh aninr its ahistes, A fiohts ressnen Page 16020



Clsco DNA softwarn provide Clsco I an 1he AP, They alsa include perpetual Network
Essontials and Netwark Advantage licensing options, which eéver wireless fundamentals sueh as 802.7%
autheritication, GoS, and PrP: telemetry and visbility; and single-sign-on, as wall as sacurity controls,

Cisco DNA subscription software has 1o be purcrased far @ T-. 5=, or Teyear i term, Upon {1
at the suvscription, the Clsco DA Teaturas vl expin, whareas the Notwerk Essentials ana Network Advantage
Toatures will rarmain,

Far mie tull feature lat of Cisco DNA Software, the Netwark and Natwark
advantage, please see tho featurs matris; bilga Hwwew ciae o feimian yatgenducts /d
| S=sul oty rans s hitmi v ol 18984

Twe mades of ligensing ore avallanle:

+ Csco Smart Liesnsing & a flexible licensing madet that peovides ¥ou with an easlor, faster, and maoss
Somenmn; way 10 purchose and manage software across the Glsco perfolic and acress your
oranizatian. And It's secures you control what users can ascass. Wity Srmart Licensing you get:

Casy & an; Smar a poal of seftware liconses that 2an be used acrass the
antire organlzation-no mare PAKS (Product Activation Keys),

Unified p, My Cisco Enti MCE) provldes a complete view Inta all of your Gisea
Produets and services nan Ba8y-10-use Pportal, o you ahways know what you have and whal vou are
usdng,

Licenae Flexibility: Your software Is not node-lacked to your harcware, so you con easily use and
tranfer licenses as noodod,
To use Smart Licensing, you must fiest set up & Smart Account on Giseo Softwire Central

For mare detsiled cwarview on Cisco Licenmng, gato Glaco.corn 'anlleenningauids

Specific Licanse Reservation (SLA 1 2 feature usod In hignly sogure netwarks. It prevides a methad dor
“uslomers w dopioy & software licesse on & device (progues Instance) without communieating usage
Infermation to Cisco. Thers Is no eommunication with Giszo er i satelite, The licanses are rosorved far
every controlles, |t is node-based icensing,

sais of license are supported on the Clsco Catalyst 0800 Series Wireless Controllers, The controllers
- configured to funetan at any one of the four levels,

» Cisco DNA Essentals: Af this level the Cisco DNA Easontials faature st will be SUppPOrted.
Cisco DNA Agvartage: At thin level the Clsco DOMA Advantage leaturs set will be sunported,
NE: At this level the Network Essantlals feature sot will be supported,

= NADAL this level the Network Aovartage foature set will be suppared.

.

T Sl dnilfer i aMies, Al (1o ese il Pan= 170 20

Ordering Information
T=b 6, Oederig Information

L

Controller  CI800-5L-K8 Ciscn Catilyst 300-EL Wireinas Contralier for Cioug

LIC-CO8a0-DTLS-Ka sc0 Catdyet BBID Series W refass Coniraller OTLS liconze

» Purchase tha above SKU for software download and Gisco TAS SUpport,

= The 9800-CL private =lcud Image for Viiware ESX), KVM, Hypar-v, and Clsco NFVIS on ENGS can bo
downioaded from sofiware., cisco.com,

= The 3500-CL public clowd image for AWS can be subserlbed ang deployed from the AWS Marketplace,
= The 5808-CL public cloud image for GCP con be subsorined and deployed from the GEP Markemsiage.
Clisco Capital

Flaxibie paymaont salutions 1o hoip ¥ou achieve your objectives
Cigco Capital’ mokes 1t easier 1o get the right technalagy te achisve vour objectives, enable Business

and stay We can help you reduce the total cost af ownership, consens capital, and
acceierae Orowth. In mare than 100 countries, our Tex e payment solutions can help vau acaulre hardwase,
soflware, services ang V third~party In easy,

AR Cean il i ellates. A6 gt smamse Page 1t 20

Cisen DA Premier is a bundle with ISE licenses and Cisco DNA Spaces Advantage. It (s Inclusive of Cisco DA,
Advantage, £0 at this lavel the Clase DNA ddvantags feature set will be suppores, For customers who

Clsco DNA Metwark E lats will ba and will cantinue to functon even after
Term expsration, And for who Cisco DNA Ach ge or Clsco DNA Premeer, Netwark
Advantage will be supported and will cantinue te function even after term explmton,

Inliai beotun of the cartrallor il be &t the Cisco DNA Addvartage level,
Far quastions, contact the Claco Catalyst U200 Sores Wireless Somroliera Ligensing mailer group at gak-

catalyaa800iceryng

Managing licenses with Smart Aceounts

Creating Smart Accounts by wsing the Cicco Sman Seftware Manager [S5M) enables you to order devices and
licensing packages and also manage your seftware Ticenses from a ca ntrakzed website. You can set up the
Smart Account to receive daily email alerts and 1o be notifieg of expiring acd=on licenses that you want to
Tenew. A Smart Account s mandatery for Cisco Gatalyst 9800 Series controllers, For mare infarmation on
Smanrt + Fefer 10 Bttne v cisco cam),

Warranty

Find wearraray information on Ciseo.com at the Product Warranties paga,

Your ambeddea seftware is subject 1o tha Clsce EULA (link avallable bolow] andfor any SEULA or specific
suftware swarranty terms for addiional software products loaded on the gevice.

Clsco enviranmental sustainability

Infermation aboul Cisco’s envirpnmental sustal rabilty polleles and far gur 3

,and or supply chair s i in the *E | nabllity™ section of
Ciseo's Corparate Soclal Besoonalbilty (GSR) Repor.
Red links 19 inf about key envi | ¥ tomics (manth in the *Erwl

Sustainalzilyy® soction of the G5t Repart} e provided In Table 5,

Tapbe 5. Links 1o stestainability nformatan

matartal and Materials
I d Including products, bateries;  WEET comalincs
and pachaging
Sustalnabilivy Inguiries Cantsct:
Gal_inaulrisniesre. com

Ciseo makes the packaging data avaiable for informstional purposes anly, it may net rofloct tha mest eurrent
legal develapments, and Clsco does not , wiarrant, or that it is accurate, of up 1o
date. This infermation 13 subject to change without notles,

0T Elac anifon ils 4 bases, &1 gt e, Fagge 18 07 20

Document history

Cosmealc changos 10 various tables wers made Tabke 1,2 Novemiser 15, 2018
Upsdated imagas ware includad s November 15, 2018
Lcensing information updated Liconsing Decemuer wx, 2015
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Cisco IP Phone 7800 Series
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The Cisca® IP Phone 7800 Serles is a cost-effective, high-fidelity voice communications
portfolio designed to Improve your organization’s peopl ric communicatl while
reducing your operating costs.

It e obines an attractive new ergonamic cesign with “always-on” relizbility and secure encrypted
o “eatiens, The Clsco” IP Phone 7800 Series delivers advanced [P Telephony features and crystal clear
v 1 nudie performance to defiver an easy-ta-use, lull-featured volce communtications experience on
Clucon-premises and hosted nfrastruciure piatforms and third party hosted call control,
The Cisco® IP Phone 7800 Senes introduces four madels to the Ciseo |? Phone portfelio. Fram left-1a=right
{Figure 1), they are;

= Cisco IP Phone 7811 supperting ore line (avaltable in charcoal any)

+ Clseo IP Phone 7821 supponting two ines | in and whita)

= (isco IP Phone 7841 supporting four linas [avallagle In eharcoal and wihite)

+ Clsee IP Phene 7867 sup g sixteen lines {avallabie in and white|
I —

Flgura 1.
Cisco IP Phione 7800 Saries

133030 Csca anctsor s at®lotas, A1 ighin sasreed, Faga ol 51

The line keys on each model are fully pregrammabie, You ean set up keys 1o support elther lines, such as
directery numbers, or call features like speed dialing. You can alse baast preductivity by nandling multiple ealls
far each directory number, using the multi-call per-(ine appearance featura. Tri-colar LEDs on the line keys
suppont this featurs and make the phone simpler and easy to use,

Fixza function keys on all madels give yau one-touch secess 1o service, directory, hold)
transfar, and conference features, A full-duslex speakerphone |ets you set up clear multi-party conferences far
flaxible, productive collaboration.

The Cisca IP Phone 7800 Series 5805 a new standard In usability and delivers a eontext-sensitive user
exporience. [z features a high-resolution 2.5" {396x7162) greys=ale display with white backiighting en the IP
Phone 7821, 7841 and 7861, and a 3.2* (384 *x108) display withaut backlighting an P Phane 7811 . Tor easy
reading. Localized language support, Includirg right-to-lait onscreen Xl meets the needs of globsl users,

The Cisco I Phona 7800 Series |s alse more cnergy -eficient and eco-lriendly, to suppart your green
Initatives. Sach phone supparts Power-over-Ethernet (PoE) Class 1 and Cisca's EnergyWise™, and is Enargy
Star certified, A stendard power-save Cption is available on the IP Phone 7821, 7841 and 7861 1o reduce
powar consumption during eM-hours, save menay and maximize energy efficiency.

The IP Phane T800 Serias portfalio is ideal for any mid-sized to large enterprse company that wants to update
Its phane system from a traditional analog or dightal-based system to an IP Communications system, It's 2lso an
oxceilent cholee if you'rs seaking to expand your voiea communications supgorn with your currant Cisco Unifled
Communications solutlon, Small businesses who have interess in the Glseo P Phane 7800 Serles, but have
Invastmant In or are consldering third party hosted eall control sorvices, are also candidates for the IP Phane
7800 Serles.

Features and benefits
Table 1 lists features and benaflits of the Clsen” IP Phore 7600 Series,
Taole 1. Features and bensfits

Hardware Foatures

= The plene offiers an aasy-10-use infartsca ard prowiden 3 frod Monel tefephany=Tke user GXoenance,

Ergonomic design
Graphical displyy « Whie Dacklit, greyacaks, 3.5 9665103 plesl-Dases display on e IP Phare 24521, 7841 and TEGT,
» MonsBackfin, greysaaa, 5.207 384+ 106 pisel -tased diaplay on e |2 Proce 7811,

* Provde scrollable sccess 1o aofing featires and text-based XML ppplications,

Handset * The handsat |5 3 stwndard wisenend-casable 400 Handset [connects Trough an BI=0 par) for the

P Phane P21, PB41 anc Taaq,

® T defaull DEnsgt s 3 B1NGATE RanSwhand-gdtable audi hinceet (conneots troagh sn R -6
port] for the © Phong 7613, and wiseband an Randsst i availsble with purchass of aoonanal
widabend handsel

= The nandsal s Hearlng &8-Compalible (MAG] and mests Faderal Communisations Commission
(FCC) lowdnoss far e icans with Desabiilies Aot LADAL You can achisve Sectiod
GOE s by using i hangse) ampiifiers sucn as Waker
Faulpment W=10 gr CE-100 ampliiars. The dial pad is alss ADA-compllant.

= The narrawsard hardsel (lor the IP Phana T811) procuces a magratic fisid that atiracta amall
meta ks objects such as pins and sisples. To aunid possible Inhries g Not keep srmall messic
BEECE Close [ (e handse;

3 2020 Cleca andfon l1a allllaten. AN ngos fodervid Pugs # of 13



Headset = The analog hendset jack |= 8 stancatd widobend-capalsie BJ-8 sugla part far the 1P Phare 7821,
$047, and 7RG
Backil; Indleatar « The ghone suppors backl indicators far e stidio gath keys (hangact, hesdsat and spaokerohans),

walect key, Ene kays, ond masssge willng,
» Headset key I not ovallable on the 1B Bhane 511,

Volume comtrol A topgle pravides ey decibel @t B Mandues, MONIor I8 ke,

and tinger.

= Fub=duplex & peekiorphons alows clves you flexibiity (0 okiairg A recenng colin, Far agded
Fultcluplas spesicerphone. apcoany, the audlble Duel Tons Mulléroquancy (DTHI) 3005 ato. manked when M speakemiona
BT CRTETE

Buzel « The [P Priane 7821, 7881 ard 7861 Incie a default blac k buzel Ineplac=sttie), ard an oationsl sliver
ozel | also avallanie separataly
= The IP Phane 7611 k2 avallable wih o binck bezel
Dual-positon fect stand o The display s aisy 01 view and e botbons ad keys e sasy (o uso; T bn-postion faot mm

suppons vasairg angles of 98 degrees pnd 45 degeen. you can semeve e foof aond farw,
mgnting, with maunting hales locatad an the base of tha onone, (P Baone 7E21, FE4T ang FBb'I]

o Dby 1 4pat-stand gositon (45 degresn] s suggortas an e [0 Phane 7817,

‘Wall-mountable ® Tha phone car be Irstalied o a wall usl kit (aaliatie
Eleci jitch » The hoowcswteh ean be cantraled elaatransndy with 2 third parly hesdset cannacieg i iha auxlary
pedichaois port foe the 1P Phane 7621, TBAT, and 7861,
Koys « The prone Has te Tolawing keys
« Line keys
© Sofl-keys
+ Twoewiy nivlgation and seleet kevs
“k Transfer and iy
« Messaging, Serdce snd Dltestony keyy
Standard kev pods
Vialume compol ope key
- Spadeerphone, headast aod muse keys (Headset key 15 nol avsdasie on e 1P Phapa 781 1)
Etfiarnet 655K « The IP Phana 7811, TE21, TBAL, and 7861
Cabwgory 37558 for 10=Mlns catlon wih & pairs
Categary 5/%ef5 for 100-Mbas sablos with 4 gats
= Tha ¥ Phano TEa1
Catagary 5;5-.’0 for 1000-Mas cabies uim & pairs
- !
IEEE Pok class 1 « Tha phona suppors IEEE BO2. 36! Fof (Dlass 1) nowar consumptian does nor exsaed 3,84 wams.
Pow « Cisca powee cube 3 [CP-PWR-CUBL-1~) and Cugo powar ndagtar 3 |CR-PWR-ADPT-3) are yaad
AT Foumr Adap w5 stancard Claca P Phina Power Supaton far non-rok geployments.
« Tha [P Phore PA11T, 7821 and TEG! are camaarible with Siaco Untled 1P PRene Pawar inoetar {59
Clszo pravee bisctor PAR= 1N}, ard 7847 [ campatiln wih Glaca Alranet Pewar (nlectee (AIR- PYRINGSS),
5 2020 Clac ancyo s affilates, 41 righin roarvssl, Pagenot1s

* charae

= Corporeie directary

« Conferoncn

= Cross Clustar Estansion Maolity [EMCC]
» Dilal from the Bat

= Diroct transfor

« Do ros detus

= Extenalan Mol iy (BN}

+ Forcod gecess Codws 6 Client manar cots
= Croup call pekaip

« Haldiresume

= immadiate diuan

» Interonm (Rt avnlible on the IP Phone 78711)
= Jaln Mot wallao® an te B Phone 7811
= Messago-wilting Indcntor

= Moot e gsnfarance

= Mabilay

» Musz an hoid

* Mute

= Nenwork profiles (autamatic)

» e and off saetware ditictive dngng

= Fersonal ditectsry

« Pracy

= Privat= Line Autamated Ringdown (FLAR)
« Fodigd

+ ing e gar I appearance

= Shated Tne

= Siant monitoring énd rcanding

= Speed diol

= Trme and date dizplay

= Transfar

= Voicemail

= Whisper eoaching

» Aroblc (At A

« Buigarian | fegara)

= Catalen |Spaln|

« Chinese (China) - 38 3312
« Ciineses (Hong Kang)

« Chingge (Tatwan}

+ Crogtlun (Sroatial

= Cimeh (Czech Repubic]
= Danmn (Denmand

= Dutch [Netharlands|

« Enghen (United Kingdam)
= Estoniln (Eatonia}

Language support

19 2090 Claca and/or ks # i, AT rights rewsnoed, Partr 76173

Call~Cantrol Suppart
Clsco Unifie Than
Cammunications Manoger 5 4.| -2

= 0 and fator
Cisco Businoss Edition » 842
8000 i

10 niel ki
Cisco Hosted « 16,2 and bater (s g supponad UCK versions sbovel
Collaboration Solution
Clsco Unified Survivable = B and later

Telephony

Licensing

The Cisco IP Phone 7871 and 7821 require a Basic User Cannect License (UCL) In order 1o connect to
Cisco Unifled Communications Manager, The Clsco IP Phone 7841 and 7861 require an Ennanced
User Connect License (UGL) in erder to connect to Glsce Unifled Communications Manager,

Preduct specifications
Takle 2 llsts the features and speciflzations of The Claco” 1P Phone 7800 Serlos,

Tabbe 2. Foatures and spetifications

Signaling pretocel support = Seaslen Initiatian Profacel (50)

Codae supgort = 711y, 6,722, G.¥2%, LGE

Key call faatures support = = Diafipg {E-104)
« Alibrovicied disd
= Adjustnale ringing and valume levels
= Adjistabie display contrast
= Agent groesing
* AU= s
» sum-detaction of hendset (Mot aunlletle on the [P Phace 7871)
= Busy Lamp Fiald (BUF] {Net available on the (P Phone 78111
= Call baek
® Tl faewrured
« Ol histary
» Call park.
» Call Pigkia
« Call vimer
= Call walting

= Cadlar 101

0 S ane an/or i aMAses, AL Aghas fosennd, Fage fuf 11

= Franch (Frence)

« Finnie [Finkznd)

= Carrnan [Germany)

= Crook (Crooca)

 Hobsaw [[urasl)

= Hungesian [Hungesy

= hzgan (raby

* Japanese (Jasar]

= Lanvin iLatvia)

= Lthuanian [Lirhuania)

« Korean (Karea Republich

« Norweglan | Narway)

= Palish [Potad)

= Paruguese (Penugall

= Portuguese (Hraal

= Rainanizn {Ramenia}
 Sugsian |Russian Feaeation |
= Spaniah {Cokimbia)

« Spanish {Spain)

= Shavak |Shavikia)

= Swadish [Swoden)

« Sertilan (Republe of Serda)
= Seraian (Hepuble of Mantenero)
= Shywenian (Slovenla)

« That [Thalland}

= Turklah (Turkay|

Multiple ring tones = Tha phone supsarts user-adiustabia ring fones.

Diractories = Tha phona identfies Incoming messages and categaiees them for usens on the screen, This makes
It fast and sasy 1o reburn calls usig diveet Clal-teck capabifty, The Corporat diraciany Mgl
wiih he Lghtwednt Drmctory Acgess Propocol (LDAP) stand ard direguony,

it Tos) - The mwe supparts cnP nm BUZ.7 0 standarcs, end can be confioured with an 00110 VLAN
e:m Sl el P £y the Admin VAN LD,
Security = Cartificatag
= Image adhemicatan
» Device muthenticetion
= Flle authentication
= Tignang aithantication prows
= Media encrystion waing Secura Ragh Tima Transter Pretocal [SHTP| uslng AES-128
= Slgnakng ancryption uskhg Transpor Layer Securly [TLS) Prateeel using AES-128 or A
= Ercrypeend configuestion fes
= BOLTK auhanicatan
= Cryptagraghy
Canfiguration optlons = Tha user can configure [P sodress asalgrment suaticaly of through the DHC2 cles,

Physical dimansions o 1P Fhone TE17: 207 % 195 & T0mim [exeluds foet stand)

4 2029 Ciaco and/or s a™ilasr, AL Hghis reserved, Pagaiof1d




IH -w-ﬂ! - |! !mr\e SRANE 200 & S X Sl Imude foot stang) I

= IP Phare F841: 207 x 206 X 28mm (ekciude frond stand)
* IPEnene PRGT: 207 5 265 x 28mm jexckido (pof sans)

Welght = IP Phone TR11: 8009
= IP Phane 7821 867
= IP Phone 1847 BEEg
« IP Phone 7AG7: 1053y

Display « P Phone TE23, 7047, THE1. .57 3054162 sluals
= |B Prane T811: 3.28" 284+ 106 phisks

Etherne = Tha ghone has 2 10/1008ASE-T (Tha Clsee” P Phone 7811, 7829 and T8 ar
YR 210/106/10 5043 T
AThe: Clsca” IP Phana T841) Sthamet camnection thiough two Ri-4% jorms; ane far sha LAN
conmectisn and tha oihas (a1 a Ethamat device san ke 2 BE,

Phona casing & vianitrile Butadiene Styrena (A55) texturos plastie.

ENabL,
= CISPR24 P
= ENGOEOT-1-2
o e \"\-..._.-/
+ Aumadio Light
= Taleeom
© FOT Post 48 HAC
© C5-03-MHAC
 ASMOIE S004
¢ ARIADIF 5040
NZ ATC 20
+ Irefustry Swndarda: TiA 510 and TIA 620
* Industry Standorcs; [EEE 802,3 Etharmet, IEE 802,206 and G02.3at

Ordering information

Power requiromants * The T'I:-\l;a Aan inareparabis IEEE 02 Sal Poll (Class lnuwice:q A8 VDG |5 reauinec: 1 dan ba
s.ppl oy ot tha SoskIop using on aptensl A0 =10 © powar supply (CP-PR-CUBE=3s) :
User of me power sugply alsd fequres lmp:“ Fripry nm-mrrnmmﬁu AC teumtry conds, L Table 3 gives ordering Information for tha phone and its accessorios.
Operational temperature * 32 ta 10A%F (0 to 40" ) Table3,  Ordering Infermation
Notoparationnl temperature  * 1418 140°F (<10 10 B0 2
shock
CP-7811-Kon « Ciman 1P Phane 7611
Hurmidity * Operating 10% 10 90%, non-cendmsing
= Alan-opesatng 10% 1o 95%, nan-cendersing CP-7821-K9= = Clsce P Phane 7421
Cosmetic * Cisco coumats s A Cp-7841-K0= » Ginca 1P Py 7841
Certification and = Regulstony CP-7861-Ki= « Ciaco 1P Phane 7681
* BE Markings per ditectves 2004/198/EC and 2006/95/EC
= Safaly CP-7821-W-KD= = Cisco |P Phore FB21, White
© UL G0SST Secore Fdiskan e
© GANICSA-CZ2.2 No, GO350 Second Fdlton CP=7841-W-K0= A s
EK 63550 Sacond Editlon (inchusing 411 and A13) CP-7861-W-Ko= = Cua0 P Phans THET, Whils
* MBS #0950 Second Editien lincluding 417 ang 472}
o ASINTS 60950 CP-DX-H5-NB= » Spare Narowband Hancset for Clsea 1P Phane 7811
" Sparm Witetand Handsat for Clsca IP Prone 7
ESC Enitlors CP-DX-HS= « Spars Witetand Handsat tor Glsea IP Phone 7600 Serms
= d7EFR Part 15 (CFR 47) Cloas B CP-DX=W-HS= = Spare White Wicatand Hangsel far Clgo 1P Phene TH00 Seres
= AS/NZS CISPRIZ Chsc B
 CRPRIZ XCH wiAmendment 1: 2005 Class 8 CP-7B00-HS-CORD= = Spare Mondzet Coed far Dace P Phgne TE00 Sares
© ENSBOZY 2008 wiAmenament 11 2007 Dlass B
= = . w Fhi
- ICESO03 Class B CP=-DX-W-CORDse Fpare Whise Hanese! Card for Clscs IP Fhona 7800 Series
" VEG Closs B CP-7300-HS-HOOK= * Spare Handsat Hook for Cisto P Phane 7800 Series, 20 Plecos
< ENO1O00-3-2
ENET000-3-3 CP-7817 -Wiis = Spara Walmount Ki for Clses IP Phana 7811
KN22 Claes B
CP-TRO0-VIIK = = Epate Wallmaunt Kit fer Sisza 18 Phone 7800 Sarles
= EMC = Imimnity
13 2070 Giacu ancyed Iy alfiates. Al dohis rmsmunn Page 30113 © 2020 Cisca indfor it afdlies. Al ngnes snsanac, Page 100l 13
CP-TB61-WMK= = Spare Walimaunt Kit for Chen P Phone 7867 CP-PWR-ADPT-3-KR= = Clooo Power Adaptar 3 with Kgsea Clip
CP-7811-FS= * Seate Faot stand far Clsco 1P Phone 7611 CP-PWR-ADPT-3-MA=  * Clsco Powar Atiagter 3 with Norh Ameria Giip
[yl TAO=FS= = Spare Foot stand for Elsce P Prans 7800 Sanea CP-PWR-ADPT-3-UK= = Disca Power Adantar 3 with Unltad Kingdam Glip
. 1-F5n = Spate Faot stand for Gisca IP Phone Y861

CP-7821-E-BEIEL" « Spere Dlack Baze| (6 G300 P Phone 7621

CP-7821-5-BETEL= = Spare Silvor Berel for Sisco (B Priena 7821
CP-7841-B-BEZEL= = Spam Hioek Dezel dor Cisca IP Phane 7841
CP-7841-5-BEZEL= = Space Skvar Bezal for Cisce IP Phone 7841

CP-7867-B-BEZEL= = Spate Black Bezel for Cleca 1P Phone 7261
CP-7861-5-BEZEL= = Sparo Saver Bezel for Cisca I Plione 7041
CP-PWR-CUBE-3 = Cinco Powsr Cube 3
CP-PWR-CORD-AP= = Powar Cor Asic Paciic
CP-PWR-CORD-AR= = Fowar Cord Avgentng
CP-PWR-CORD-Al= = Pawer Corg Australla
CP-PWR-CORD-BZ= = Pewvar cord far Braz
CP-PWR-CORD-CE= = Power Cord Furopean
CP-PWR-CORD=CN= = Pawar Card Chira
CP-PWH-CORD-JP= » Powar Core Japan
CP-PYWR-CORD-NA= = Pomer Cord Nerth Avmarica
CP-PWR-CORD-SWs = Pawar Card Swtesrisnd
CP-PWR-CORD-UK= = Power Cord Uinitod Kingdom
CP-PWR=ADPT-3-ARs = Claco Powar Adagier 3 whin Argoatias Clip
CF “WR-ADPT-3-AlUs = T900 Power Agapter J with Australis Cio
A-ADPT-3-BZ= = Cinco Pawer Adapler 3 with Grazi Silp
cP;Pwn-AnFTq-cN. = Cisco Powar Adupter 3 with Crina Glin
CP-PWR-ADPT=3-EU= = Cisco Power Adapber 3 with European Clig

CP-PWR-ADPT-3-IN= = Cico Powor Adaptor 3 with india Gilp

5 AN Ciseo ander i ailales, A gt raservad, Page 11 f 13

Warranty
The Cisco® IP Phone 7800 Serles are covered by o Clseo standard 7-year raplacement warranty,

Cisco Unified Communications Services

Cisco and our cenfied partnors can halp you setup o secure, dependable Cisco Unifled Cemmunications
solution, meeting aggrassive degloymont schedules 2nd accalerath Cisco's portfolio of
services |s based on proven methodalogles far unifing volce, video, data, and moblle appllzations on fixed apd
mabile networks.

Our unigue lifecycle approach ta services defines what's needed at aach phase of the solution lIfecycle,
Customized planning and design services help you ereste a solution that meets your business needs, Award-
winning technlen | support hefoas you boest your operational efficiensy, Remote managemant services aimplity
day-to-day operations, And optimization services et you madify sng Improve your network selutlon when
business needs change,

Cisco environmental sustainability

Intormation alout Clsen's envirenmental sustainabllity policles and inltiatives for our products, solutlons,
perat and dod or supply chain is provided In the "Environment Sustalinabllity” section of

Clseo's Lororate Soclal Roanonsibillly {CSR) Report.

Reference links 1o aoout key envi inability topies (mentioned in the “Environment

Sustainability” section of the GSA Ropart) are Frovided in the following table:

Il on product fcontent laws and tmeram
Infarmation on eloctronic waste laws and ions, Includi b ios, and packaging \WICT comalipnce
Clsco makes the ing clata llable far | only. It may not reflect the most current

legal developments, and Clseo does not rapresent, warrant, or guaraniee that |t is comploie, ascurate, or Up 1o
date. This information is sunjest 1o change without notice,

Cisco Capital

Flexibla paymant solutions to help you achleve your objoctives

Cisca Capital makes it easior 1o got the right technology to achiave your objectives, enable business
transfarmaton and help you stuy competitive, We ean hels you recuce the total cost of ownership, conserve
capltal, and accelerate grawth, In more than 100 countrles, our flexible payment solutions can help you acquire

© 3020 Giat and/or ks afllliins, All anis resormd, Puge 170f 13



5 services and o y third-party N EDSY, pr : payments,
Leamn maore.

More information

For additional detalls on the Clsca” IP Phone 7800 Series, go to Nilas ! w.clace. com! (2500,
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Wi Wi-Fi CERTIFIED™ Certificate
p——— This certificate lists the features that have successfully completed Wi-Fi Alliance
‘tmﬂ‘& interoperability testing. Learn more: www.wi-fi.org/certification/programs

Date of Certification
Company

Product Name
Product Model Variant
Model Number
Category
Sub-category

Certification ID: WFA98114

Product Info

December 7, 2020

Cisco Systems

Wi )

CERTIFIED

Cisco Catalyst 9800 Cloud Wireless Controller and Cisco C9115AX AP

2020-12-01
C9800-CL and C9115AX

Routers

Enterprise/Service Provider Access Point, Switch/Controller or Router

Summary of Certifications

CLASSIFICATION

Connectivity

Optimization

Security

CERTIFICATION

2.4 GHz Spectrum Capabilities

5 GHz Spectrum Capabilities
Wi-Fi CERTIFIED 6™

Wi-Fi CERTIFIED™ a

Wi-Fi CERTIFIED™ ac

Wi-Fi CERTIFIED™ b

Wi-Fi CERTIFIED™ g

Wi-Fi CERTIFIED™ n

Wi-Fi Enhanced Open™ 2020-02

WMM®
WMM®-Power Save
Wi-Fi Agile Multiband™

Protected Management Frames
WPA2™ -Enterprise 2018-04
WPA2™-Personal 2020-02
WPA3™-Enterprise 2020-02
WPA3™-Personal 2020-02
WPA™-Enterprise
WPA™-Personal



Wil Wi-Fi CERTIFIED ™ Certificate Wi
e Certification ID: WFA98114 CERTIFIED

CLASSIFICATION - . . .. CERTIFICATION . @
Spectrum&ReguIatory " Spectrum & Regulatory -
Features



o == - . . g
' @ Wi-Fi CERTIFIED™ Certificate @"
T Certification ID: WFA98114 CERTIFIED

Role: Access Point Page 3 of 4

Wi-Fi Components

Wi-Fi Component Operating System RF Architecture
17.4 - N L _ i )
Bands Supported Transmit (Tx) Receive (Rx)
Wi-Fi Component Firmware
2.4 GHz 4 4
17.4
5 GHz 4 4
Certifications
2.4 GHz Spectrum Capabilities WMM®-Power Save (continued)
20 MHz Channel Width Unschedule auto PS

40 MHz Channel Width

WPA2™.-Enterprise 2018-04
5 GHz Spectrum Capabilities

EAP methods
20 MHz Channel Width

40 MHz Channel Width
80 MHz Channel Wigth WPA2™_-Personal 2020-02
180 MHz Channel Width

WPA3™-Enterprise 2020-02
Protected Management Frames EAP methods

Sheciiim & Regukitory WPA3™.Personal 2020-02

802.11d

Automatically populate BSS Transition candidate list
Legacy Power Save Fast Transition OTA on WPA2-Enterprise



